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ABSTRACT
The value proposition of full-scale teledermatology is evidenced in the literature. The public health sector of
South Africa’s KwaZulu-Natal province began synchronous teledermatology in 2003, followed by spontaneous
asynchronous (mobile) teledermatology in 2013. No scale-up has been formally planned. This paper establishes
design requirements that will inform the identification or de novo development of a teledermatology scale-up
framework.
Methods: A requirements definition process with inductive reasoning approaches was applied. Analysis of semistructured interviews (19) with key teledermatology stakeholders (17) and observations from two teledermatology
programmes, informed by lessons learned from prior teledermatology implementation attempts, eHealth scale-up
literature and authors’ expert opinion, led to identification of themes, and iterative reflection gave rise to categories
and requirements.
Results: Teledermatology scale-up framework design requirements emerged comprised of themes (4), categories
(12), and specific design requirements (30).
Discussion: This paper describes a process and resulting evidence-based (stakeholder interviews; programme
observations; literature) and experience-based (expert opinion) design requirements to inform the identification
and adoption / adaptation or de novo development of a Teledermatology Scale-up Framework (TDSF) for KwaZuluNatal’s public health sector. The proposed approach is recommended as a pre-requisite for scaling, including in
other settings and for other telehealth applications.
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INTRODUCTION

Determining design requirements is fundamental to any eHealth intervention or activity. A ‘requirement’ (Institute of Electrical and Electronics Engineers, 2011) is a physical or functional
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need that a particular process or framework intends to satisfy in order to be successful. This paper presents the identification of design requirements to inform the identification or development
of a Teledermatology Scale-up Framework (TDSF). The process used elements of a published requirements definition process (Institute of Electrical and Electronics Engineers, 2011) and insight
gained from multiple sources (key Teledermatology (TD) stakeholder interviews, TD programme
observation, TD scale‐up or related literature, and expert opinion), and then triangulated to
verify their relevance. The importance of this approach was to ensure that the envisioned TDSF
met the TD scale‐up needs of stakeholders (internal requirements) whilst ensuring alignment with
the literature, government policy and strategic direction (external requirements) (Simon, 1996,
p. 113).
In this study, the term scale-up refers to the World Health Organization’s definition:
deliberate efforts to increase the impact of successfully tested health innovations so
as to benefit more people and to foster policy and programme development. (World
Health Organization, 2010a, p. 2)
Additionally, the term framework refers to a tool that systematically guides the planning and
implementation processes, leading to sustained practice (World Health Organization, 2010a). Finally, in this paper these are aligned specifically with Teledermatology (TD).
TD refers to the delivery of dermatologic care via the use of information and communication technology (American Telemedicine Association, 2016). TD is effective in enhancing access
to scarce dermatologists (Bashshur, Shannon, Tejasvi, Kvedar, & Gates, 2015). TD is mostly
provided using asynchronous (store and forward) methods in which messages and photographs
are sent by e-mail, text messaging, or to a secure web site with dermatologists responding at a later
time (American Telemedicine Association, 2017; Mars, 2013). It may also be provided synchronously (in real time) using live interactive videoconferencing (American Telemedicine Association,
2017). A combination of both is also possible (Mars, 2013; Office for the Advancement of Telehealth, 2015). For example a synchronous videoconference-based TD service enables clinicians
with patients in attendance from rural referring hospitals to consult with dermatologists located
at the central referral hospital without the participants (from referring and referral hospitals) being in the same physical location. The current TD programme have reduced appointments from
a waiting period of up to four months to one month (KwaZulu-Natal, stakeholder interviews).
Bashshur et al. (2015) provide support for TD ’s value contribution: diagnostic and treatment
concordance, skin care delivered by primary care physicians, and cost savings. The value contribution of full-scale TD is also supported by several studies from USA, UK and Europe (Coates,
Kvedar, & Granstein, 2015a, 2015b; Cruickshank & Beer, 2010). Despite this, scale-up of TD
remains largely elusive (Mars, 2013) with the exception of the Netherlands and some states and
the Veterans Administration (VA) in the USA (Tensen, van der Heijden, Jaspers, & Witkamp,
2016).
The failure to achieve the value contribution of full-scale TD also applies to South Africa.
Earlier work described the fundamentals and lessons learned to inform a scale-up framework
for teledermatology (Walters, Mars, & Scott, 2016). The fundamentals provided initial input
https://doi.org/10.18489/sacj.v30i1.559
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to the design requirements definition process, but to fully inform a TD scale-up framework a
more extensive understanding of these design requirements was necessary. This paper extends
earlier work (Walters et al., 2016) by presenting a TD scale-up framework requirements definition
process based on IEC/IEEE 29148:2011(E) (2011) and describing the resulting evidence-based
design requirements. Insight was gained from multiple sources (key TD stakeholder interviews, TD
programme observation, TD scale-up or related literature, and expert opinion), and triangulated
to validate data through cross verification from two or more sources. The importance of these
approaches was to ensure that the envisioned TDSF was evidence-based and met the TD scaleup needs of stakeholders (internal requirements) whilst ensuring alignment with the literature,
government policy and strategic direction (external requirements) (Simon, 1996, p. 113). Section 2
provides the background on TD in South Africa and why a requirements definition process was
necessary to establish design requirements. Section 3 provides the research methods, followed by
Section 4 that describes the resulting design requirements. Section 5 completes the paper with a
discussion of the design requirements followed by Section 6 with concluding comments.

2
2.1

BACKGROUND
Teledermatology in South Africa

A recent study of TD in the South African public health sector (Walters et al., 2016) found that
although synchronous (real-time interactive) and asynchronous (store-and-forward) TD have been
in use, there was no evidence of a fully scaled-up service (Naidoo & Mars, 2015).
Phase one of the National Telemedicine System for the public sector in South Africa started
in 1999 (Gulube et al., 1999) with TD earmarked for subsequent phases. The programme did not
proceed beyond phase one of the three planned phases (Gulube & Wynchank, 2001, 2002). There
are currently active TD programmes in two of the nine South African Provinces, the Western
Cape and KwaZulu-Natal, neither of which have been scaled-up to serve all of those hospitals
without a resident dermatologist (Walters et al., 2016).
For example, there are two active services in KwaZulu-Natal, a synchronous videoconferencebased service and an asynchronous mobile phone-based service. The synchronous service started
in 2003, and operates between three rural district hospitals and the local medical school (Mars &
Dlova, 2008). The asynchronous service began spontaneously in 2013 with several rural hospitals
using mobile phones and instant messaging (WhatsApp) (Mars & Scott, 2017) to send text
messages and photographs, or emails, to the medical school (Mars & Scott, 2015b, 2015a). The
scale-up of both of these services could potentially benefit 68 (of 74) hospitals in the Province
without a resident dermatologist.
To assist with the scale-up of TD services there is a need for a holistic Teledermatology Scaleup Framework (TDSF), which could be applied to all public sector hospitals (Walters et al., 2016).
The Walters et al. (2016) study proposed the development of a TDSF to:
contribute towards equitable dermatologist access through an efficient, effective, and
sustainable referral service delivery intervention
https://doi.org/10.18489/sacj.v30i1.559
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which would enable the widespread integration and operationalisation (scale-up) of TD in the
public health sector (Walters et al., 2016, p. 149). The study identified the fundamentals, including embracing bottom-up provincial progress, ensuring alignment with government top-down
approaches, meeting an evidenced-based health need, ensuring cultural and technological readiness, ensuring leadership and stakeholder buy-in, providing business and financial planning, and
service monitoring (Walters et al., 2016). In addition records from the literature review of Walters
et al. (2016) contributed to the lessons learned (the literature) for this study.
Further work was required to determine more extensive and substantiated design requirements
to inform a TDSF.

2.2

Design requirements for a teledermatology scale-up framework (TDSF)

Determining design requirements is fundamental to any eHealth intervention or activity. Van
Velsen, Wentzel, and Van Gemert-Pijnen (2013) supported the requirements definition approach
for eHealth developers by providing insight into activities for functional and non-functional requirements identification, communication and evaluation, while Barker, Reid, and Schall (2016)
presented design features. However, actual design requirements for TD or related scale-up framework development are not addressed in literature.
In order to identify and define design requirements for the development of a TDSF, this paper
presents a requirements definition process and describes the resulting design requirements. The
derived design requirements will be used to inform the identification and adoption / modification
or de novo development of a TDSF as envisaged in Walters et al. (2016).

3

RESEARCH METHODS

A qualitative study was undertaken between 2014 and 2016 to understand stakeholder needs,
programme processes, scale-up and related literature, and to apply expert opinion to identify and
define design requirements that inform a TDSF. Data collection used semi-structured interviews
for stakeholder needs (interviews), clinic site visits for TD programme observation (observations),
and literature review (including from a recent study (Walters et al., 2016)) for lessons learned
(the literature), plus authors’ health information systems and ehealth experience for expert opinion. The data was analysed using an inductive approach (Saunders, Lewis, & Thornhill, 2016)
through an iterative process of continuously re-examining the data for the emergence of design
requirements, categories and themes. A design requirement was considered if supporting evidence
from two or more sources could be obtained (i.e., triangulated) (Thurmond, 2001). Stakeholder
and TD programme information was collected in two stages. The first stage (2014) obtained
initial insight using telephonic and face-to-face semi-structured interviews, while the second stage
(2016) used additional stakeholders and stakeholder interviews to confirm initial insight. In addition context specific information about the dermatology clinic referral process was obtained by
site visits and programme observation.
The literature review provided lessons learned from prior studies and was supplemented with
https://doi.org/10.18489/sacj.v30i1.559
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considerations for IT governance, project management, and business process management. These
insights were used to develop semi-structured interview guides for stakeholder interviews and perform observations of TD clinic processes. The design requirements definition process was initially
based on selected elements from the stakeholder requirements definition process of ISO/IEC/IEEE
29148:2011(E) (2011), and followed three steps: elicit stakeholder requirements, define stakeholder
requirements, and analyse stakeholder requirements.
Seventeen key TD stakeholders were interviewed and audio recorded / transcribed verbatim,
and the operation of two TD clinics were observed. Participants were purposively selected from the
KwaZulu-Natal Department of Health and the University of KwaZulu-Natal to be representative of
individuals involved in the application of TD. These stakeholders were: two senior dermatologists
in management roles, four dermatologists from the central urban receive site, three referring
doctors from rural referring (send) sites, two technical managers and three technical support
staff at the central urban referral site, an eHealth manager and IT governance manager from the
provincial head-office, and a telehealth pioneer from the University of KwaZulu-Natal. The two
sites—Port Shepstone Hospital, Ugu District, and Manguzi Hospital, Umkhanyakude District—
were rural hospitals located 122km and 421km from the central urban referral site at the medical
school in Durban.
A recent review and critique of attempts to implement and scale-up TD in South Africa
provided ‘lessons learned’ from the literature and fundamental TDSF requirements (Walters et
al., 2016). Thereafter, IT governance, IT project management, and business process management
standards and frameworks were considered (based on an authors (LEMW) prior health information systems implementation and scale-up experience in Southern Africa’s public health sector)
were used to complete the interview schedule. Iterative and reflective thematic analysis of transcribed interviews and observations of TD programmes provided general patterns1 . Additionally
the practical and theoretical global experience of authors (RES and MM) was applied to consideration of each need. This overall approach allowed scale-up needs to be determined, placed
in context, and then translated into clear themes, categories, and specific design requirements.
In this way the requirements definition process was used to develop the TDSF design requirements and allocate them in a meaningful and evidence-based (stakeholder interviews, programme
observation, the literature) and experience-based (authors’ expert opinion) manner
Ethical clearance was granted by the Humanities and Social Sciences Research Ethics Committee of the University of KwaZulu-Natal and the KwaZulu-Natal Health Research Committee,
and approved by the specific sites. Consent was obtained from individual interview participants.

4

DESIGN REQUIREMENTS

After progressive iterative analysis saw saturation (i.e., little change between subsequent versions),
analysis was stopped. Four major themes emerged in the final iteration: Framework organisation,
eHealth building blocks, eHealth planning, and eHealth action. Within each theme, categories
1

NVivo for Mac version 11.4.0.
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were identified (12 in total), and specific design requirements were described (30 in total), each
based on one or more of stakeholder interview (interviews), programme observation (observations),
lessons learned from recent literature review (the literature), or expert opinion (Table 1). Themes,
categories, and requirements are described below, and their sources of evidence summarised in
Tables 2, 3, 4, and 5. In order to concisely present the findings, not every finding is explicitly
described, instead illustrative examples have been provided, key sources of evidence are identified,
and some verbatim responses from interviews are included. Confirmation of the fundamental need
for a TDSF arose through the literature (Walters et al., 2016; World Health Organization, 2011)
and interviews.
Table 1: List of themes, categories, and number of teledermatology (TD) design requirements per
category

Themes (4)

Categories

4.1 Framework organisation

4.1.1 General design
4.2.1 eHealth need
4.2.2 eHealth stakeholders
4.2.3 eHealth strategy
4.2.4 eHealth regulations
4.2.5 eHealth governance
4.3.1 eHealth information systems
4.3.2 eHealth sustainability
4.3.3 eHealth benefits
4.3.4 eHealth program management
4.4.1 eHealth scale-up
4.4.2 eHealth monitoring

4.2 eHealth building blocks

4.3 eHealth planning

4.4 eHealth action

4.1

No. of TD design
requirements
4
1
1
5
2
1
4
3
2
1
5
1

Theme: Framework organisation

Framework organisation refers to the dependencies and relationships of the various categories and
underlying design requirements that will be used to support the identification or development of
a TDSF. A single category emerged from the study, ‘General design’, which was composed of 4
specific design requirements from different sources (Table 2):
1. Holistic concept and scope
2. Theoretical foundation
3. TD lessons learned
4. TD scale-up phases
Section 4.1.1 describes the detailed design requirements for the category ‘General design’.
https://doi.org/10.18489/sacj.v30i1.559
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Table 2: Summary of data sources that provided inputs to theme: ‘Framework organisation’ with
supporting categories and detail requirements

General design

4.1.1

Requirement name
Literature
Holistic concept & scope
✓
Theoretical foundation
✓
TD lessons learned
✓
TD scale-up phases
✓

Interviews Observations Expert opinion
✓
✓
✓
✓
✓

Category: General design

The literature indicated the approach to be adopted for TDSF design should be holistic in concept
and scope (Van Dyk, 2014; Van Gemert-Pijnen et al., 2011), and further recommended that the
TDSF should be aligned with existing or planned legal and regulatory public health structures
(Walters et al., 2016; South African Bureau of Standards, 2016; South Africa Public Service and
Administration, 2013; Health Professions Council of South Africa, 2014). Furthermore, recognising that a framework might exist that could simply be adopted, various sources of evidence
(interviews, observation, the literature, and expert opinion on project management principles
(Project Management Institute, 2017a)) indicated that such a framework must be proven and
supported with real-world implementation results, rather than just theoretical in its basis.
TD holistic concept and scope: It is important that the envisioned TD scale-up framework
addresses all aspects of the scale-up process. The literature indicates that scaling-up of an intervention cannot be done by focussing only on one implementation aspect or consideration, because
healthcare is a complex system where implementation of an initiative in one location may have
ripple effects in others. This highlights the need to adopt a holistic and integrated approach
to the planning and scale-up of fixed and mobile TD and leads to identification of this design
requirement (Van Dyk, 2014; Van Gemert-Pijnen et al., 2011; Cooley & Kohl, 2006; World Health
Organization, 2010a, p. 2).
TD theoretical foundation: Literature indicates the development of a TDSF should be based on
a theoretical foundation (Walters et al., 2016). This provides a scientific grounding and paradigm
to guide the development or identification of the TDSF using recognised research methods.
TD lessons learned: Examination of existing and related eHealth, mHealth, or Telehealthrelated frameworks provided real-world implementation lessons. For example, within South Africa,
reasons for failure of the National Telemedicine System were documented to include the shortage
of healthcare workers, the reluctance of existing healthcare workers to take on additional work,
the top-down approach taken, a pervasive lack of capacity, and the failure to manage change
(Mars & Seebregts, 2008). Outside of South Africa, the success of teleradiology services (the most
successful telemedicine sub-speciality) has been attributed to being standards based (Tyler, 2001).

https://doi.org/10.18489/sacj.v30i1.559
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In addition, various success factors have been described out of Australia and the European Union
that provide additional lessons (Yellowlees, 2001; Christiansen et al., 2015; Yellowlees, 2002).
TD scale-up phases: Cooley and Kohl (2006) have shown that grouping of related activities
and their associated steps can support scale-up process flow. Similarly Simmons, Fajans, and
Ghiron (2007, p. xiv) advocate the “importance of scaling-up strategies that phase in change
incrementally”. Consequently, identifying TD scale-up phases as a design requirement will ensure
that when a TDSF is selected or developed, it will introduce change in a series of phases that aid
sequencing of implementation activities.

4.2

Theme: eHealth building blocks

Certain components must exist prior to proceeding with progressive steps towards scale-up, and
these are described as ‘building blocks’. The study findings identified five categories of building
blocks, which should exist before attempting scale-up from different sources (Table 3); an eHealth
need, eHealth stakeholders, an eHealth strategy, eHealth regulations, and an eHealth governance
setting. These five categories contain a total of 10 design requirements. Sections 4.2.1 to 4.2.5
describe the detailed design requirements for all categories under the theme ‘eHealth building
blocks’.
Table 3: Summary of data sources that provided inputs to theme ‘eHealth building blocks’ with supporting categories and requirements
eHealth need
eHealth
stakeholders
eHealth
strategy
eHealth
regulations
eHealth
governance

4.2.1

Requirement name
TD scale-up need
TD stakeholder
management
TD scale-up strategy & budget
TD environmental scan
TD change management
TD clinic setting
TD availability
TD regulations
TD standards
TD alignment

Literature
✓

Interviews
✓

Observations
✓

Expert opinion
✓

✓

✓

✓

✓

✓
✓
✓
✓
✓
✓
✓

✓

✓

✓
✓
✓
✓
✓

✓
✓
✓
✓
✓

✓
✓
✓
✓
✓
✓
✓

✓

✓

✓

✓

Category: eHealth need

The literature refers to the importance of an eHealth intervention to address a clear health system
need and priority of the institution, region or country (Hussein, 2015). Furthermore TD scale-up,
is to be evidence-based, technologically appropriate and culturally sensitive (Scott & Mars, 2013).
Similarly, the TD scale-up design requirements must address a defined eHealth need. One design
requirement ‘TD scale-up need’ was identified.
https://doi.org/10.18489/sacj.v30i1.559
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TD scale-up need: The literature shows there is a lack of specialists, such as dermatologists,
within South Africa and poor referral capability at this time (Carruthers, 2013; South Africa
National Department of Health, 2012a), and that there has been a spontaneous adoption of
mobile TD (Mars & Scott, 2015a, 2015b, 2017). Other literature points to good concordance
between diagnosis at dermatology clinics and diagnosis using TD and mobile TD (Mars & Scott,
2015a, 2015b, 2017), although the need should be balanced with the available ICT coverage and
capability (Clarke & Mars, 2015). Collectively these findings support the need for scale-up of
TD.
4.2.2

Category: eHealth stakeholders

Stakeholders can be any individual, organisation, group, or society at large that has an interest
in or concern with an entity or activity, or who can affect or be affected by an entities actions,
objectives or policies. In regard to eHealth, many stakeholders can exist, and it is important to
identify each one and their particular interest in or effect upon the intended ehealth intervention,
and to manage their expectations accordingly.
TD stakeholder management: Mars and Seebregts (2008) dentified that the private sector
were not always included in government planning. The literature and expert opinion highlighted
the need for broad and pre-existing stakeholder buy-in for any TD service. This buy-in must
exist from planning through sustained implementation, and must flow from ‘above’ (government
leaders) as well as from ‘below’ (users of the service). This can include a spectrum of individuals
from healthcare practitioners, to administrators, to patients. Often such buy-in can be achieved
through identification and influence of champions, and involvement of stakeholders, including the
private sector, during engagement and consensus building activities (Jensen, Knarvik, Pedersen,
Tangene, & Whitehouse, 2015; Wade & Eliott, 2012; Yellowlees, 2001, 2005).
Many stakeholder-related requirements were also identified during interviews and observations.
These covered a broad range of issues from service hours, to technical support and data stewardship issues, to procedural aspects of service provision, and even to buy-in of stakeholders. From
interviews, representative quotes from stakeholders focussed primarily on videoconferenced TD
and not email or the more recent instant messaging TD, and included:
It must be available during the working hours 08:00 to 17:00. (Clinician)
There must be technical staff support on both ends. (Clinician)
Equipment maintenance both ends, there must be the stuff in terms of the wires
whatever to ensure that the transmission is efficient and fast. (Clinician)
The Doctors who are seeing the patients must explain properly the process. (Clinician)
The patients are comfortable to undress in front of a camera. (Clinician)
https://doi.org/10.18489/sacj.v30i1.559
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Network problem is a big issue. (Clinician)
Would appreciate dermascopes on occasion for the moles it could be useful. (Clinician)
and
I think it was not marketed adequately for people to understand the purpose and the
importance of telehealth. (Administrator)
These collective findings indicated that mandated and committed leadership, supported by key
stakeholder buy-in, is critical to successful implementation and scale-up. This led to recognition
of the need to actively nurture stakeholder development, and to manage resulting stakeholder
expectations.
4.2.3

Category: eHealth strategy

The literature has become replete in recent years with documents recommending and giving
direction for development of eHealth specific strategies and associated budgets in order to facilitate
implementation (Scott & Mars, 2013). The same literature also notes that often such documents
are not developed or are incomplete. The interviews also acknowledged this:
I have a plan. [But the] Plan is not approved [and] still in draft form. (Manager)
Within this larger concept of eHealth strategy is the need to understand how the process will occur
for TD specifically. This is the goal of the larger body of research of which identifying design
requirements for the identification or development of a TDSF is a part. Five design requirements
were identified for the category of eHealth strategy:
1. TD scale-up strategy and budget,
2. TD environmental scan,
3. TD change management,
4. TD clinic setting, and
5. TD availability.
TD scale-up strategy and budget: A TD specific strategy (Scott & Mars, 2013) and budget
provides a management framework that ensures scale-up objectives are aligned with overall national and provincial eHealth strategic objectives, and provides a mandate for the development of
detailed scale-up plans. The requirement for a clear strategy to identify the scale-up process for
TD, and for appropriate budget provision (defined, approved and implemented), was expressed by
experts, and identified from interviews and the literature. For example, the literature promoted
preparation and provision of plans and associated budgets as well as warning of the dangers of the
https://doi.org/10.18489/sacj.v30i1.559
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current top-down planning (Mars & Seebregts, 2008) and bottom-up implementation approach
(Walters et al., 2016), and promoted organic and iterative processes (Barker et al., 2016). In
response to the interview question for TD planning documentation and budget two participants
also voiced concern and need for action:
It’s all been just discussion, nothing has been documented. (Clinician)
We’re basically, doing it gratis. (Clinician)
TD environmental scan: The need to gain current and complete insight of the environmental
or contextual factors (Leigh-Hunt, 2016) that TD scale-up will be interacting with positively
contributes to context-sensitive scale-up strategy planning. As long ago as 2003, Whitten and
Adams noted:
It is crucial that the organization in which it is intended to launch telemedicine is
examined carefully first. Each organization operates within a larger environment,
which is often constrained by fiscal, geographical and personnel factors. (Whitten &
Adams, 2003, p. 125)
The literature also indicate that scaling-up can only be successful if it can be implemented and
embedded within a setting that is open (Simmons et al., 2007) and ready (Khoja et al., 2007).
To understand this it is necessary to conduct some form of situational assessment that provides
context-sensitive insight.
TD change management: The adoption of an eHealth intervention without due consideration
of TD’s impact on existing routine operations could negatively affect its success. Over a decade
ago Yellowlees stated:
Successfully developing telemedicine systems is primarily about effective change management. (2005)
Introducing and embedding TD through the consideration of practice guidelines (American Telemedicine Association, 2016; Schonenberg et al., 2014) will ensure the referral process becomes more
efficient and effective. However, this will inevitably lead to changes in clinical and administrative
processes as acknowledged in the literature:
While technology is an important feature of providing telehealth, the real impact is
through the redesign of pathways. (Cruickshank & Beer, 2010, p. 48)
impacting aspects that include workflow, workload, and staffing structures. These must be understood, and mechanisms designed, approved, and implemented that simplify and manage the
changes. Recognition of this also arose during interviews:
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So we don’t have a person dedicated to telederm, which would be ideal, if that’s what
they did, you know, even if it was on a rotational basis where we could link up with
many sites and each day we do clinics. Certainly, staffing and manpower is an issue,
because it takes so much of time. (Clinician)
and during observation of the TD programmes.
TD clinic setting: The literature and interview participants made comments regarding the physical setting of the TD clinic on both the rural referring and central urban referral site. Despite the
fact that initial TD clinics were setup in dedicated rooms, programme observation showed this
has since changed in some locations to multi-purpose rooms. The interview participants focussed
on issues of patient privacy and confidentiality, stating:
There must also be the environment for patients on both ends, privacy curtains, special
place for patients to feel comfortable to undress in front of a camera. (Clinician)
In contrast, the literature addressed more practical issues around lighting, placement of equipment,
and wall colour (Major, 2005; Martin, 2011). All of these factors are relevant, and are encompassed
in the design requirement ‘TD clinic setting’.
TD availability: The National Health Insurance financing scheme which is in line with WHO
universal health coverage aims to increase access to equitable healthcare (South Africa National
Department of Health, 2017). Interviews and the literature addressed the issue of having the
option to provide dermatology services at the nearest point of care. A key interview participant
stated:
patients can be referred as such and of course patients also should have a choice if
they want to be seen through TD or they want to be seen face to face. (Clinician)
As TD is scaled-up it will be most effective if aligned with the National Health Insurance goal,
and extended to points of care nearest to patients where there is no resident dermatologist.
4.2.4

Category: eHealth regulations

The rules, rights and obligations of governments, companies, healthcare facilities, healthcare providers, and citizens can be set forth in a system of legal documents, also called a legal framework,
and within that a regulatory framework. The legal weight or significance of different levels of
direction or guidance varies (e.g., law, directive, policy). Regulations and standards are two common tools within a regulatory framework and are identified as design requirements. A regulation
can be any guiding principle, rule, or law intended to control or govern the conduct of an entity.
Standards are seldom regulations or laws, being simply an accepted or approved level of quality, performance, or achievement and against which others are judged or measured. Two design
requirements were identified for the category of eHealth regulations:
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1. TD regulations,
2. TD standards.
TD regulations: A regulation or similar directive that required TD service provision as a routine
healthcare practice would provide a clear mandate. Given that the literature provides evidence
that TD can reduce referrals up to 75% (Mars & Dlova, 2008) and that telemedicine, of which TD
is one example, is feasible (Bashshur et al., 2016), the value proposition is evident. The evidence
supports the need to examine and implement appropriate regulation to enable compliance to the
Protection of Personal Information Act (POPI) and relevant laws (Republic of South Africa, 2004,
2013).
TD standards: Any telemedicine practice is expected to comply with available standards and
guidelines (American Telemedicine Association, 2016; Krupinski & Bernard., 2014), but as one
interviewee noted that guidelines have been in draft form since 2008:
I’m not aware that the University or hospitals or, you know there’s any other legal
requirements, that’s how it’s been and it’s been running like that for 8 to 10 years.
(Clinician)
although telemedicine guidelines have since been approved (Health Professions Council of South
Africa, 2014). Currently the use of mobile TD practice lacks appropriate guidelines (Mars & Scott,
2017, 2015a). Conversely, available standards and guidelines need to be updated to include synchronous and asynchronous TD for fixed and mobile devices in South Africa. Jack and Mars
highlighted the practical realities of obtaining informed telemedicine consent when a survey indicated that current face-to-face informed consent are not routinely obtained (Jack & Mars, 2013).
It has been suggested that such issues can be addressed by development of discipline specific
guidelines for clinical, operational, technological, ethical, and regulatory issues for the practice of
telemedicine (Jack & Mars, 2008; Jack, 2013; Jack & Mars, 2014). This was successfully done
for telepsychiatry in South Africa and serves as an exemplar (Chipps, Ramlall, Madigoe, King, &
Mars, 2012). Constant review of current international guidance in this dynamic field (e.g., World
Medical Association (2009)) is needed to resolve these issues prior to scale-up of TD, resulting in
identification of TD standards as an important design requirement.
4.2.5

Category: eHealth governance

The study revealed questions of how TD for specialist dermatologist referrals in the public health
sector is or may be directed and controlled, i.e., governed, and how TD scale-up could be aligned
with governance decisions. The findings below were considered to collectively address a specific
design requirement concerning TD alignment, reflecting the need to ensure that implementation
of TD is aligned and prioritised (Benson, Bugnitz, & Walton, 2004, p. 160-164) with current or
planned national and provincial governance initiatives.
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TD alignment: Sources of insight included interviews, observation, expert opinion, and the
literature, in particular South African standards related to governance of IT for organisations
(South African Bureau of Standards, 2016). It was noted that while the national ICT governance
roadmap was approved in 2013, KZN’s Department of Health have not completed their own ICT
governance strategy, which would allow ehealth and TD specific alignment to occur (South Africa
Public Service and Administration, 2013). Other literature described how India aligned ICT
based health services to governance practices (Nair, 2014). Experts also indicated that eHealth
governance maturity provides an enabling environment for TD to be scaled and integrated into
routine referral pathways.
Interviewees described the importance of aspects related to authority for planning, budgeting, and implementing eHealth interventions that would be considered governance issues. One
interviewee reflected on the past ad hoc approach to introducing telehealth, saying:
I think a lot of them were based on a request basis … and (they would) say we also
want to try this videoconferencing and then from there the conversation would start.
(Administrator)
Another interviewee commented on the value of having both a process and a committed person
or persons leading the way:
You need to have an IT governance framework, then you need to have an IT Strategy
then you need to have lastly, it’s the IT governance Champion. (Manager)
This was also highlighted in interviews confirming the need for, but lamenting the past ineffectiveness of, leadership groups to plan and guide the process. One emphasised:
need to have an IT Steering Committee, which we have (Manager)
while another noted
it never happens when all the stakeholders are available (Manager)
and another looked forward to a revival:
this year is to start/revive the eHealth Steering (Committee) (Manager)
These findings were considered to collectively address a specific design requirement concerning
TD alignment.

4.3

Theme: eHealth planning

Stakeholder interviews (interviews), programme observations (observations), the literature, and
expert opinion indicated that planning requires design requirements that ensure the TD scale-up
approach is supported by TD information systems which form part of an eHealth information
systems environment. Iterative review of these four sources of evidence (Table 4) resulted in four
categories being identified within this theme:
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1. eHealth information systems
2. eHealth sustainability
3. eHealth benefits
4. eHealth program management
Within these a total of 10 specific design requirements were identified. Sections 4.3.1 to 4.3.4
describes the detail design requirements for all categories under theme ‘eHealth planning’.
Table 4: Summary of data sources that provided inputs to theme ‘eHealth planning’ with supporting
categories and requirements

eHealth
information
systems
eHealth
sustainability
eHealth
benefits
eHealth program
management

4.3.1

Requirement name
TD architecture
TD information security
TD automation
TD user interfaces
TD sustainability
TD operational plan and budget
TD incentives
TD benefits realisation
TD benefits communication

Literature
✓
✓
✓
✓
✓
✓
✓
✓
✓

Interviews

✓

✓

Expert opinion
✓
✓
✓
✓
✓
✓
✓
✓
✓

✓

✓

✓

✓

TD risk management

✓
✓

✓
✓

Observations
✓
✓
✓
✓
✓
✓

Category: eHealth information systems

The eHealth information systems category is a group of considerations towards development and
integration of national eHealth information systems with four design requirements:
1. TD architecture
2. TD information security
3. TD automation
4. TD user interfaces
TD architecture: Currently there is no information technology architectural plan for TD (observations), and there is a need to ensure that TD can leverage existing or planned architecture
such as the conceptual eHealth architecture (Fogwill, 2017; Moodley, Pillay, & Seebregts, 2012),
and other sources including National Health Laboratory Service (NHLS), Radiological Society
of South Africa, UKZN Medical School, South African National Research Network (SANReN),
and Council for Scientific and Industrial Research (CSIR) spectrum optimisation (Council for
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Scientific and Industrial Research, 2013). TD information technology architectural requirements
exist (International Telecommunication Union-Telecommunication Development Sector (ITU-D),
2011; International Telecommunication Union-Telecommunication Standardisation Sector (ITUT), 2006), and should be defined and aligned with the national eHealth architecture to ensure
interoperability (South Africa National Department of Health, 2014; South African Bureau of
Standards, 2016).
TD information security: Healthcare data should be kept secure at all stages, from recording
and capturing data through transmission, storage and retrieval of data, to backup. This principle
is well documented in the literature, with examples such as the Health Insurance Portability and
Accountability Act (HIPAA) in the USA, best practices in data security and management proposed by the Organisation for Economic Co-operation and Development (OECD), and guidance
within South Africa (Organisation for Economic Co-operation and Development, 2015; Republic
of South Africa, 2013; United States of America, 1996). Interviewees also raised their concern
about the current state of mobile TD
should that information leak, we’ll be sued. We’ll be sued on the basis of POPI
[Protection of Personal Information Act], that he did not get consent. (Manager)
This issue was also supported by the literature (Kanaan & Carr, 2009) and expert opinion.
Interviewees raised further concern over security aspects and data stewardship for mobile TD,
with one noting:
you don’t know where the data is sitting, meaning you don’t know how safe it is.
(Manager)
This concern can exist for many types of data (patient records, photographs, instant messages,
e-mails, etc.), as highlighted in another interview:
making sure also the legal aspect is water tight so that patient’s pictures you don’t
have access to their pictures in cyberspace or wherever. Protection of patient’s identity
and confidentiality. (Clinician)
Observation also highlighted concerns regarding patient images and information on mobile devices,
especially with mobile TD. Such concerns were also echoed through the global literature (Mars
& Scott, 2017, 2015a). Lessons for transmission encryption exist (Chakraborty, Gupta, & Ghosh,
2013; Mat Kiah, Al-Bakri, Zaidan, Zaidan, & Hussain, 2014) and for security frameworks (Caffery
& Smith, 2010; Zaidan et al., 2015). In South Africa the Protection of Personal Information
(POPI) Act provides principles and processes for the secure and private recording, capturing,
transmission, storage, retrieval and backup of patient data (Republic of South Africa, 2013).
Closely related to information security is ensuring the physical security of the information
systems (data centres). The principles and processes to support information security have been
described (e.g., Role-Based Access Control (RBAC)), but often lack adoption (Fernández-Alemán,
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Señor, Lozoya, & Toval, 2013) and the advent of cloud computing adds complexity. System
security plans and procedures should be formalised and implemented, and training provided to
system users, in order to ensure that patient systems comply with POPI and related Acts and
ensure good data stewardship for scaled-up TD.
TD automation: Programme observation showed that the majority of facilities have no hospital
information system to electronically record patient information, with stand alone e-mails and
data remaining on personal phones and other mobile devices or manual patient files that do
not constitute part of a patient’s electronic health record. South Africa has adopted standards
that need to be adhered to when developing electronic health records (South Africa National
Department of Health, 2014; South African Bureau of Standards, 2007a, 2007b). However, there
are a number of developments in terms of automating and migrating from the manual paper-based
clinic and hospital information systems to electronic health information systems (Geldenhuys &
Botha, 2015).
During interviews clinicians noted the importance of automating TD information systems
in order to enhance the effectiveness and efficiency of the referral service. The dermatologists
also wanted electronic access to a patient’s history to aid informed diagnosis and treatment
recommendations, and to record their findings from both fixed and mobile devices. For example,
one interviewee stated:
if they [forms] were to be like computerised so everybody can access that, so you know
you’ve seen the patient on this day, so if they say that this patient was seen before
you can just log on pick up the patient on the system and then you continue from
there. (Clinician)
Such approaches are also evident in the literature (Rubin & Kovarik, 2015; Tensen et al., 2016).
TD should be automated and integrated into a country’s national electronic healthcare information systems.
TD user interfaces: User-friendly TD interfaces will promote the use of electronic information
systems from both fixed and mobile platforms, since low computer literacy is a reality in South
Africa (Mars & Seebregts, 2008). Users value an interface that addresses their need seamlessly
(Ouma, 2013). In addition the right input data enables health indicators to be measured and
monitored towards realising provincial and national healthcare goals and objectives. The importance of human-centred design in effective human-computer interaction has been documented in
the literature (Singh, Wünsche, & Lutteroth, 2010). As TD is scaled-up it will be essential that
information system interfaces are user friendly, able to input data from both fixed and mobile
devices, and able to ensure data accuracy and completeness using structured input fields (International Telecommunication Union-Telecommunication Development Sector (ITU-D), 2011)
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4.3.2

Category: eHealth sustainability

Sustainability, in this context, speaks to attaining healthy lives for all (Division for Sustainable
Development Goals UN-DESA, 2014). South Africa’s National Health Insurance (South Africa
National Department of Health, 2017) through striving for universal health coverage and South
African eHealth Strategy (South Africa National Department of Health, 2012b) are aligned with
this goal. Sustainability, the ability to be maintained or supported over the long-term, is one
of the most important challenges for on-going TD referral since only a sustained service will
meet on-going referral needs (Ndlovu, Littman-Quinn, Park, Dikai, & Kovarik, 2014; Project
Management Institute, 2016a). The need for TD sustainability was identified to assist public
health management with ensuring sustainable scale-up of TD initiatives and is based on
deliberate efforts to increase the impact of successfully tested health innovations so
as to benefit more people and to foster policy and programme development (World
Health Organization, 2010a, p. 2)
in a sustainable manner. Achieving this is facilitated by creating a coherent and thoughtful plan
solidly linked to an existing eHealth strategy.
TD sustainability: Simmons et al. emphasise: “Focus on sustainability even though this slows
down the pace and scope of expansion” (2007, p. 151). The TD sustainability plan would both
guide (address high priority activities; coordinate efforts) and form the basis of a reporting tool
(tracking of progress) (Yellowlees, 2005).
TD operational plan and budget: Available literature and expert opinion indicated that within
KZN there is currently no evidence to suggest that TD is funded under existing budget provisions
(Walters et al., 2016). There is a need to lobby and plan for funding for both TD scale-up and
sustained funding of TD services as a formal part of KZN’s Department of Health plans and
budgets. A TD operational plan and budget would provide the KZN Department of Health with
detailed planning and affordability estimates of the required resources (time, people, infrastructure
and finance) for a typical year of operations (Varndell, 2014; Ndlovu et al., 2014).
TD incentives: Providing incentives for healthcare professionals to adopt and use eHealth has
been shown to be successful. For example, in the USA ‘meaningful use’ legislation has been
applied as an incentive for use of electronic health records. Vo et al. (2015) have proposed a similar
approach for telemedicine. The interviews also provided support for provision of incentives:
Dermatologists do not get overtime, but TD you can claim overtime. Incentivisation
is possible. (Manager)
Zanaboni and Wootton highlighted incentives as a telemedicine adoption factor,
personal incentives for the health professionals involved in service provision are needed
before the widespread adoption of telemedicine will occur. (2012, p. 1)
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Other literature provides further support for the use of incentives to attract and retain specialists
such as dermatologists from the private sector to public health (South Africa National Department
of Health, 2017; World Health Organization, 2010b).
The above collective evidence led to inclusion of TD sustainability, TD operational and plan
and budget, and TD incentives as design requirements.
4.3.3

Category: eHealth beneﬁts

The South African Medical Research Council (SAMRC) stated that the value proposition of
telemedicine is recognised, but there is uncertainty as to how this value can be realised (South
African Medical Research Council, 2011). When asked to describe the benefits of a functional
TD service, one interviewee stated:
[it] means when you are seeing your patient, (even) though the specialist is not there
with you, its there, because definitely if you have any problems …your issue can be
solved. (Clinician)
Another noted:
In the long run it will cut down workload of dermatologists, and care can be provided
via TD. Dermatologists can then spend more time with patients and one would not
wait 4 months to get an appointment. (Clinician)
The literature provides support for the value proposition (Whited, 2017) which TD holds both
locally (Mars & Dlova, 2008) and in Korea (Shin, Kim, Ryu, Yoon, & Jo, 2014). Two design
requirements were identified for the category of eHealth benefits:
1. TD benefits realisation
2. TD benefits communication
TD beneﬁts realisation: The above values were identified as a component of benefits realisation
management (BRM) (Bradley, 2010, p. 29). Consequently, adoption of a BRM approach (Serra
& Kunc, 2015) was identified as a means to assist with making the TD referral pathway efficient,
effective, and equitable (South Africa National Department of Health, 2012a, 2017).
TD beneﬁts communication: The fundamental importance of communication in the healthcare
setting is appreciated (Rimal & Lapinski, 2009). Communication of the TD scale-up benefits to
stakeholders (particularly patients and healthcare providers) strengthens understanding of how
an eHealth intervention contributes to healthcare provision, and health indicators (Project Management Institute, 2016b, 2017b). Scott and Saeed (2008) provide guidance on the development
of eHealth indicators to effectively communicate the contributions of TD benefits.
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4.3.4

Category: eHealth program management

Successful scaling depends on effective management of the implementation and post scale-up
(operational) risk of the program (Project Management Institute, 2017b). The design requirement
‘TD risk management’ was prioritised in this category as a key enabler for managing a scale-up
program (Expert).
TD risk management: A key consideration for ensuring scaling of TD is to identify, communicate, and manage the associated risks that could negatively influence the success of scaling program
during implementation and after operational integration (Institute of Electrical and Electronics
Engineers, 2006; Jones & Broomhead, 2011; Project Management Institute, 2009). Program
observation highlighted the formalisation of scale-up risk management, patient consent, patient
privacy, and patient rights, including consent for any technical support team. These observations
identified ‘TD risk management’ as a necessary design requirement.

4.4

Theme: eHealth action

The theme ‘eHealth action’ requires design requirements to ensure that scale-up is supported by
TD information systems that are integral to an eHealth information systems environment. Sources
of insight included stakeholder interviews (interviews), programme observations (observations),
the literature, and expert opinion (Table 5). Iterative review of the four sources of evidence
resulted in two categories being identified within this theme; eHealth scale-up, and eHealth monitoring. Within these a total of 6 specific design requirements were identified. Sections 4.4.1
to 4.4.2 describe the detailed design requirements for all categories under theme ‘eHealth action’.
Table 5: Summary of data sources that provided inputs to theme: ‘eHealth action’ with supporting
categories and detail requirements

eHealth
scale-up

eHealth monitoring

4.4.1

Requirement name
TD mobilisation
TD readiness
TD training plan
TD support plan
TD finalisation
and close-out
TD monitor & control

Literature
✓
✓
✓
✓

Interviews

Observations

✓
✓

✓
✓

✓
✓

Expert opinion
✓
✓
✓
✓
✓

✓

✓

Category: eHealth scale-up

The WHO describes scale-up as:
deliberate efforts to increase the impact of successfully tested health innovations so as
to benefit more people and to foster policy and programme development on a lasting
basis. (World Health Organization, 2010a, p. 2)
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Successful scaling depends on successful implementation. Five design requirements were identified
that would support successful implementation:
1. TD mobilisation
2. TD readiness
3. TD training plan
4. TD support plan
5. TD finalisation and close out
TD mobilisation: An expert noted that ensuring successful scaling required confirmation that
all planned and necessary resources (e.g., people, processes, budget, program schedules, and
infrastructure) had been approved. This is supported by the National DoH, which states it
is necessary to “mobilise resources for implementation of the eHealth strategy” (South Africa
National Department of Health, 2012b, p. 29) and the Project Management Institute (Project
Management Institute, 2017a).
TD readiness: Both expert opinion and the literature highlighted the importance of organisations and individuals being adequately prepared for implementation and scale-up, which is usually
assessed by their level of readiness or preparedness (Chipps & Mars, 2012; Project Management
Institute, 2017a).
TD training plan: Evidence indicated it is necessary to ensure required end-user clinical, administrative and project team training activities are formally planned, budgeted, and implemented.
The literature stated that a lack of detailed plans to guide the scale-up implementation process increased the risk that scale-up objectives might not be realised on time and within budget
(Institute of Electrical and Electronics Engineers, 2009; Project Management Institute, 2017a).
Similarly an Expert noted that adopting a coordinated approach to planning TD training between
UKZN, KZN Department of Health and key role players would ensure that use of scarce resources
is optimised.
TD support plan: Several sources identified the need to ensure that adequate and continuing
support exists. One source identified the need for formal contracts and processes (South African
Bureau of Standards, 2016) to support and maintain TD scale-up. Interviewees also expressed
their concerns about this topic by reflecting on current IT support practice:
They’re quite good, they do their best, they are very efficient. (Clinician)
However, it was noted that despite initially having IT support staff at rural referring sites, these
posts were terminated,
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the Department of Health … did not extend the contracts of whatever number of
technicians and I think we had two hospitals that didn’t have technicians because of
the contract. (Administrator)
A desire for comprehensive support was expressed
There must be technical staff support on both ends. (Clinician)
In addition a Manager indicated there was an opportunity to leverage on existing support from
UKZN, but that the Department of Health needed to formalise the relationship.
TD ﬁnalisation and closeout: The deliverables for a phase and supporting activities need to
be formally accounted for on completion to allow for resource transitioning as necessary. This is
in line with available literature, such as ISO/IEC/IEEE 16326:2009 (E), that states:
Items in the closeout plan should include a staff reassignment plan, a plan for archiving
project materials, a plan for post-mortem debriefings of project personnel, and preparation of a final report to include lessons learned and analysis of project objectives
achieved. (Institute of Electrical and Electronics Engineers, 2009, p. 11)
Similarly programme management guidelines indicate resources may be “ensure that program
resources are appropriately released as program is being closed” (Project Management Institute,
2017b, p. 102).
4.4.2

Category: eHealth monitoring

The I(C)T governance literature also supported the need for the task of monitoring during and
after scale-up implementation, to ensure correct and continued performance and conformance
(South African Bureau of Standards, 2016). Mars and Seebregts (2008) identified the need to
strengthen a ‘data acquisition and analysis’ culture (2008, p. 4). Further, Scott and Saeed described measurement of outcomes as appropriate practice when evaluating an eHealth activity,
and that some of these indicators would transition into useful elements for monitoring performance (2008). Experts stated that monitoring provides valuable feedback on the utilisation of
scarce resources and enabled corrective actions to be taken. The literature supported this view
since there is a shortage of health information specialists to assist eHealth management with scaleup monitoring and controls (Mars & Seebregts, 2008). Such evidence supported identification of
‘TD monitor and control’ as a design requirement within the category eHealth monitoring.
TD monitor and control:

Monitoring

involves routinely obtaining information about progress against plans as well as the
periodic examination of overall achievements against agreed strategies and outcomes
to provide a basis for decision making and adjustments to plans (South African Bureau
of Standards, 2016, p. 3)
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including checking that compliance with rules and regulations are adhered to. In addition control
is active management actions that use implementation feedback to implement approved corrective
measures to ensure scale-up objectives are met.

5

SUMMARY OF TELEDERMATOLOGY SCALE-UP FRAMEWORK DESIGN REQUIREMENTS

Based on the findings reported above a final set of TDSF design requirements were prepared, summarised in Table 1. These collectively provide an evidence-based guide for future identification
or development of a TDSF. The findings of this study were supported through various types of
evidence, including one or more of stakeholder interviews, programme observation, the literature,
and expert opinion. This qualitative study used multiple data sources to gain an in-depth understanding of the needs for a TD scale-up framework and consequently strengthened the validity
of the resultant design requirements. The insight gathered demonstrated the need for a TSDF
to be built on certain principles and to possess certain characteristics. Thus, an optimal TDSF
should be built in a structured manner from pilot projects to scaled implementation, and be
holistic in addressing all aspects of the process while learning from previous scale-up attempts.
It must be aligned with current or planned policy and strategic direction from the government,
and address a clear evidenced-based health need. To ensure sustainability, it must be anchored
in sound business and financial planning, and have evident leadership and stakeholder buy-in, as
well as cultural and technological readiness. Active program risk and benefit management play
a key role in successful scaling. Finally, on-going performance of the resulting service should be
monitored and controlled.
The European Union has identified the need for development of a guide for “Telemedicine
doers” to support the scale-up process (Jensen et al., 2015, p. ii). It is recognised that healthcare
serves multiple stakeholders (South Africa National Department of Health, 2017), and eHealth
programmes such as TD must be sustainable, and enhance the effectiveness and efficiency of
dermatology referral pathways. Given this complexity a structured, holistic (Van Dyk, 2014;
Van Gemert-Pijnen et al., 2011), and integrated approach to TDSF design, and scaling-up of
TD is required. The approach should also incorporate aspects of benefits realisation (Bradley,
2010, p. 29; Serra and Kunc, 2015), project risk management (Jones & Broomhead, 2011) and a
clear communication strategy (Project Management Institute, 2016b) to ensure that the goal of
scale-up remains visible and stakeholders stay informed.
The study findings provide an evidence-based understanding, including of what various users
(stakeholders) of TD services consider to be necessary to provide a scaled and sustained TD
service. Within KZN and South Africa it will be necessary for relevant facility, regional, and
national departments to formalise (define, approve, align, and implement) processes and mechanisms that satisfactorily address each of the design requirements described. Such preparatory work
will enhance the likelihood of success of integrating TD into routine clinical and administrative
practice.
A limitation of this study was the lack of prioritisation of the design requirements once identihttps://doi.org/10.18489/sacj.v30i1.559
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fied. In addition it became apparent that careful interpretation of insight provided in interviews
was necessary. Whilst some responses were illuminating and valuable, others revealed a lack
of complete understanding of existing processes and procedures. Thus, the interviews provided
perspective, but that perspective did not always reflect reality. As an example, concern was
expressed about information and system security. In fact the KZN DoH has had ICT policies
and practices in place for several years, but responses would suggest interviewees were unaware
of this. Thus, the videoconferenced TD service does not go through the KZN Department of
Health, as implied by some users. It is also ISDN-based and all data passes through CODECs
for encryption and decryption. As a consequence whilst it may be correct for users to identify
such data stewardship issues as a design requirement, system and information security are already
considered. This also speaks to a clear need for enhanced awareness of, and communication with,
users regarding all aspects of eHealth application.
The TDSF design requirements presented here are those for the public health sector in
KwaZulu-Natal, having been derived—at least in part—from the insight of local TD stakeholders
and observation of local TD programmes. Within the specific context of KZN and South Africa,
the existence of documents such as the eHealth Strategy (South Africa National Department
of Health, 2012b) imply much of the response to the identified design requirements will come
from the national DoH who is responsible for overall healthcare governance (planning, budgeting, implementation), and thereby eHealth—and TD—governance. Communication of the study
findings to the national DoH is appropriate. However, performance of a similar process in an
alternate setting or for a different telehealth application is encouraged, since it would result in
context specific design requirements.

6

CONCLUSION

To be certain that an eHealth intervention meets user expectations, aligns with their needs, and
leads to sustainable integration into everyday healthcare, a requirements definition process is
recommended. Here, a TDSF design requirements process and resulting design requirements
have been presented. Collectively these represent the minimum design requirements for a TDSF,
and will inform and assist the KwaZulu-Natal public health sector to identify or develop a suitable
framework. Performance of a similar process in an alternate setting or for a different telehealth
application would result in context specific design requirements.

7
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