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ABSTRACT

Forensic examination of evidence holds the promise of making claims about the truth of certain propositions with the inherent accuracy
and reliability that characterises scientific endeavours. The propositions may relate to the artefacts examined or related artefacts. The
nature of propositions about which claims can be made depend on the extent to which given propositions fall within the ambit of scientific
knowledge and on the extent to which the examined evidence is suitable for the application of established science. A continuing series
of incidents illustrate that in many forensic disciplines that promise is not met — often because some branch of forensic science happen
to not being scientific at all. In fact, serious assessments of forensic science have shown that many (if not most) branches of forensic
science are not scientifically valid.

Digital forensic science is one of the newest members of the family of forensic sciences. A number of reasons for concern exist that
it is following in the footsteps of its more established footsteps and repeating many of the mistakes of those other branches of forensic
science.

This viewpoint is written in the form of a manifesto that is situated in the current discourse about digital forensic science and practice.
If challenges the current developments in digital forensic science by positing a number of demands that digital forensic science have to
meet to be deemed scientific. The demands are posited as necessary, but not sufficient to ensure that digital forensic science uses science
to contribute to justice. Appropriate responses to the manifesto is a change in digital forensic developments or an informed debate about
the issues raised in the manifesto.
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1 INTRODUCTION

of what was used as forensic science had no scientific ba-

Most members of the public probably had a rather vague
notion of forensic science until various TV shows — start-
ing with CSI — carried an image of a forensic utopia into
our living rooms on a weekly basis. In general we were
impressed — to the extent that jurisdictions where juries
are used had to deal with the so-called new CSI-effect:
Juries wanted the detailed and authoritative evidence they
got used to in their favourite shows in order to make what
should have been simple decisions during their delibera-
tions. Unfortunately, the reality did not match these expec-
tations.

While many reports suggested that much of the foren-
sic science on these shows was in principle realistic (apart
from the speed at which tests results became available) the
computer scientists (and some technically inclined com-
puter users) amongst us were usually not impressed when
digital evidence needed to be recovered. The ability to type
a command or two to trace the exact physical location from
which some message was received was often beyond what
we could accept as science fiction.

However, the disillusion was not limited to the situa-
tions where jury members (or victims of crimes) learned
that forensic science could often not provide the answers.
A more significant problem emerged. In reality, various
groups of people knew about these problems for many
years, but a wider audience became aware of them as the
popular media carried reports about the problem more fre-
quently. The problem was that forensic science was not
always as reliable as touted. Actually, it was worse: Much

sis. These knowledge soon enough made news headlines.
Stories of innocent people who were wrongfully convicted
based on flawed forensic conclusions and spent much of
their lives in prison (or were executed) before being exon-
erated are indeed stories of human tragedy, and deserve to
be told. Such stories also sell newspapers. Unfortunately,
such stories cast a shadow of doubt over forensic science in
general. The greatest tragedy of all occurs when forensic
practice in general deserves such a blanket of distrust.

Comparative bullet-lead analysis and microscopic hair
analysis are just two examples of ‘forensic sciences’ that
were discredited. Currently bite-mark analysis is clinging
to straws to regain some of its former reputation. Are fin-
ger prints unique? Do we really interpret blood spatter cor-
rectly? The simple answer, using science as a yardstick, is
no. In a September 2016 report (cited below) the US Presi-
dent’s Council of Advisors on Science and Technology re-
confirmed what is obvious to so many: They found that of
the seven forensic disciplines they assessed, almost none
could be deemed to be founded on science. (Their study
only considered pattern comparison methods.)

And yet, we use those methods to send people to jail
and (in some jurisdictions) to justify capital punishment.

Much research has been done in the field of digital
forensics over the past decade. However, where so few of
the forensic disciplines — despite their practitioners’ best
efforts — are not scientific, self-reflection is indicated for
all disciplines.

The document below describes the context and then
highlights some course adjustments that should be made
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if digital forensic science want to be a ‘real’ science. As
we move more of our daily lives into the digital realm, and
realise that we have not yet (as of September 2016) worked
out how to do proper forensic science in the physical world
(with some notable exceptions), the need to think about
digital forensic science has become imperative.

2 THE CHALLENGE OF A DIGITAL
FORENSIC SCIENCE

Forensics is the application of science to determine facts
that contribute to reaching a just deciding in a legal case.
While the focus is on the law, these insights are also re-
quired in some other situations, such as when the root
cause of, say, an aviation accident needs to be determined
with sufficient certainty to prevent similar accidents in fu-
ture whenever possible. As a society we often rely on sci-
ence to make informed decisions about important matters.
In the safety and efficacy of medicine, the prediction of
severe weather conditions, the safety of new technologies
and the determination of the root cause of disastrous ac-
cidents scientific answers are preferred over other forms
of knowledge; in fact legislation often requires scientific
proof of, for example, the safety and efficacy of a new med-
ication before the medicine can be registered and offered
for sale.

Forensic science, in principle, enables one to make
similar informed decisions in courtrooms and elsewhere
where the law is to be applied. However, if forensic sci-
ence is not scientific but a pretence of science, trust in the
endeavour is misplaced. Note that even where the word
forensics (rather that the phrase forensic science) is used,
the notion of science is implied; almost every academic
paper on, for example, digital forensics contain some def-
inition that invokes science as an inherent foundation of
such forensics.

Mistakes (or even deception) occur in all forms of tes-
timony in legal matters. However, mistakes in the context
of forensics introduce a systematic bias with far-reaching
effects on the justness of the justice system. It is not hard
to find extensive lists of examples where forensic evidence
was wrong and possibly lead to an incorrect determina-
tion that an accused was guilty or innocent. The Inno-
cence Project! is a good starting point to find such exam-
ples; it should be noted that they make extensive use foren-
sic science — in particular of DNA evidence — to exon-
erate the wrongfully convicted. Arguably the most thor-
ough critique of forensic science (including recommenda-
tions about reforming the discipline) is the US National
Academies of Science report [1] on the state of forensic
science. In its assessment of various forensic disciplines it
repeatedly finds that the specific discipline is not grounded
in science. A more recent report by the US President’s
Council of Advisors on Science and Technology [2] finds
that almost none of the (selected) forensics disciplines it
examined meets the requirements of scientific foundational
validity. They highlight, in particular, that “an expert’s ex-
pression of confidence based on personal professional ex-
perience or expressions of consensus among practitioners

Mttp://www.innocenceproject.org/
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about the accuracy of their field is no substitute for error
rates estimated from relevant studies” [2, p.6].

The discourse in digital forensics has only seen limited
self-reflection about the use of science (or scientific meth-
ods) in its activities [3]. While some notable exceptions
exist, the few published claims that digital forensics is in-
deed scientific are often based on a limited understanding
of science.

Interactions in the world in which we live increas-
ingly occur in the digital realm; hence one would expect
that criminal activities (and civil disputes) will increas-
ingly rely on evidence obtained from the digital domain.
The purpose of this manifesto is to — in a rather informal
manner — reflect on the inherent qualities that a discipline
needs to meet to be viewed as a forensic science.

For the sake of brevity we simply posit that large parts
of work done under the digital forensics label ought not to
be considered forensic science. Often a debate about such
a statement reveals that different parties in the debate view
the notion of science differently. However, while some dif-
ferences in opinion about the nature of science will always
exist, an activity cannot simply be ‘designated’ as scien-
tific based on some notion of science. Both reports referred
to above emphatically reject various disciplines claims to
be scientific — despite the strong belief in some of those
communities that their work is indeed scientific.

Below a number points pertinent to a digital forensic
science are raised as a basis for reflection. They are not
intended to form a comprehensive argument about the na-
ture of digital forensic science, but are a reaction to some
common themes in current research in the discipline; some
points provide basic background information; others are
introduced to either support or oppose some prevalent lines
of thought in the research literature. The manifesto pro-
vided in the final section of this paper should similarly be
seen as a document situated in the current state of digital
forensics and the current discourse of its ‘scientificness’.
It is hoped that the manifesto will have some impact on
the future course of digital forensic science — if not by
correcting inappropriate lines of inquiry, then by a deeper
reflection of how the discipline ought to proceed.

3 MUSINGS ABOUT DIGITAL FOREN-
SIC SCIENCE: TRUTH, SCIENTIFIC
TRUTH AND LEGAL TRUTH

3.1  Some remarks on when and where
the ‘science’ is performed

If forensic science is the use of science to help answer dis-
putes in legal and related matters a question that arises is
when this science is actually performed. Consider, as a
comparative example, the amount of science that underlies
the operation of a modern motorcar. However, this does
not make the average driver a scientist. Most mechanics
won’t be deemed scientists. In fact, very few car service
facilities or repair shops would employ any scientists. This
does not imply that such places and people do not possess
extensive expertise in their specific domain. In fact, it will
not raise many eyebrows if such a person is called as an
expert witness in some case. However, the person will not
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be able to testify as a scientist.

In the realm of forensic science the following scenario
is common: After extensive research a test is developed
to detect the presence of some substance in, say, blood.
Then a device is developed to execute the test. In a par-
ticular case a phlebotomist will typically draw blood from
an individual, put it in the device and obtain a reading (or
printout) from the device. A phlebotomist is not a scien-
tist (and, in particular, not a forensic scientist): In the UK
there is no formal qualification required to become a phle-
botomist. Very few states in the US require phlebotomists
to hold any particular qualification. In a court case they
can attest to the fact that they labelled the blood samples
correctly and operated the test device according to stan-
dard operating procedures. However, they are not qualified
to offer any conclusions to the court based on the results
reported by the device. Science occurs during the devel-
opment of the test. Evidence on the interpretation of the
result (as well as on the accuracy of the results) will have
to be given by a scientist, who knows and understands the
operation of the underlying science. In the case of forensic
laboratories the report of the test will (officially) be pre-
pared and signed by such a qualified scientist.

Note that the example in the previous paragraph does
not imply that the actual ‘testing’ in the laboratory never
requires a test to be performed by a scientist. The point
is merely that many people involved in a forensic science
process on a daily basis are not (and need not be) scien-
tists. The process itself (and hence is development) needs
to be scientifically sound; the scientific laws that underlie
the process needs to be understood (and justified) by the
developers of such a process.

Checking authenticity of data using a hash function is
an example where ‘science in a box’ may be used by a
technician in a digital forensic science laboratory. How-
ever, if the similarity is disputed — say due to new results
about hash collisions — the active involvement of the sci-
entist may be required. A hash function, after all, maps an
infinite number of inputs to a limited number of outputs —
and hence there will be hashes corresponding to an infinite
number of inputs. Hence, using a hash to claim uniqueness
is far from obvious and needs an underlying scientific ba-
sis before conclusions may be drawn that a given match is
unique.

3.2 On the truths

Science is a quest for truth. The law, when considering
disputes, often need to determine facts. Facts are claims
that are true. It was inevitable that at some point the paths
of science and law would meet.

As the first step in a project to reassess scientific truth
for application in law it is necessary to recognise that two
different notions of truth are involved: Scientific truth is
truth that helps to explain our world. As we learn more
about the world, the truth often needs to be adjusted. But
these adjustments are not arbitrary. As an example, science
explains how aerodynamic forces impact on a body that
moves through air. Such knowledge can be used to design
wings that cause sufficient lift to keep aeroplanes in the air.
If it is at some point determined that the scientific theories
were not perfect when that plane was built, that plane will
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not suddenly stop flying. The old truth was ‘good enough’.
The new truth is (hopefully) better. (Formally: it has more
explanatory power.)

Legal truth, on the other hand, is whatever the court
decides. Such a truth typically remains a legal truth unless
it is changed through some judicial process (such as an ap-
peal to a higher court or a change in legislation). Legal
truth is often deemed as absolute (unless changed in such
an explicit manner). Case law (that may date back to Ro-
man times) in common law jurisdictions are deemed law
until it is changed by a party authorised to do so.

When a scientific truth changes, the use of an older
scientific truth in legal proceedings is often still ‘good
enough’. Problems arise where the older theory was not
‘good enough’, but where it was wrong. The question
to ask when science is used in legal proceedings is not
whether that science is perfect, but whether it is sufficiently
reliable. Newtonian physics, for example, is adequate to
consider the trajectory of a bullet even though such physics
is often deemed to have been replaced by relativity the-
ory. In a dispute about the height of some building or the
boundaries of some property Euclidean geometry or tra-
ditional trigonometry may be used, even when it (in prin-
ciple) proceeds from the assumption that the earth is flat.
On the other hand, to use an old example, the discovery
of the (non-existent) planet Vulcan was a mistake (and the
theory that ‘predicted’ its existence was corrected by rela-
tivity theory).

While science does not claim to be infallible; it is not
hard to find examples of scientific theories that were in-
correct. However, many of the failed forensic disciplines
were not based in science. When a ‘non-scientific’ foren-
sic science discipline fails it does not represent a failure
of science. It does represent a failure of the legal system
which never explored the grounds on which such a disci-
pline made claims that purported to be based on forensic
science.

To testify, is to express propositions that one believes
to be true. The belief that a certain proposition is true
may, in the case of an eye-witness, be based on the fact
that the witness observed what is being testified to. How-
ever, courts limit the nature of the grounds on which be-
liefs may be based to accept the belief as testimony. Most
courts will not accept a belief based on divine revelation
as evidence. Similarly, what one has heard from someone
else is normally not admissible as evidence and typically
rejected as hearsay. In some situations knowledge of those
who have experience of actions, context or other related
matters may share their expertise with the court as expert
testimony, which may assist the court to better understand
the matter at hand.

Forensic science, in contrast, bases its belief in the
truth of a given proposition on science.

To illustrate, the ballistic trajectory of a projectile will
follow after launch is known in physics. It can be calcu-
lated based on characteristics of the projectile, the speed
and direction at which it is launched, the impact of grav-
ity and a number of other variables. The accuracy with
which the trajectory is calculated does not depend on the
experience of the person who performs the calculation. It
uses theories formulated by people who may have died
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centuries ago and could therefore be seen as hearsay ev-
idence.? The calculation of such ballistic tables (also
known as range tables) was a routine component of ar-
tillery used in battle. In fact, one of the prime reasons the
development of computers became important at the time of
the Second World War was to automate such calculations.

While such a calculation is relatively simple to per-
form for application in the artillery context, it may be much
harder to perform in the forensic context, where recon-
struction may be the aim. In the forensic context muz-
zle elevation angle, muzzle velocity, barometric pressure,
wind speed and even the original size and shape of the pro-
jectile may be known to a reasonable degree of accuracy.
However, to reconstruct the trajectory (or, at least, deter-
mine the area from which it was fired), the same theories
— momentum, gravity, drag, drift and other factors — are
used. However, compared to those who fire the projectile,
the forensic examiner cannot readily determine the values
of all these variables at the time of firing, which makes the
computation significantly more complex and introduces er-
rors, which the forensic examiner will (hopefully) be able
to quantify.

It is worth pointing out that software behaves in a very
similar manner. It is typically easy to predict what a pro-
gram will do; however, reconstructing what a program did
is much harder. A number of pertinent questions should be
asked:

1. Are there scientific theories (akin to those use in
ballistic trajectory calculation) that are useful to un-
derstand (or predict what will happen in) the digital
realm?

2. To what extent (if at all) are such theories used in the
reconstruction of events in a computing context in the
current discourse on digital forensics?

The latter question may be reformulated as follows: What
are the scientific theories that a digital forensic scientist can
use to justify that his or her testimony is true? Do these
theories meet the requirements of foundational scientific
validity?

3.3 On the origins of forensic science

An alternative route to explore the nature of forensic sci-
ence is an exploration of the roots of forensic science. This
section explores two aspects of these roots: it explores the
semantics of the phrase and the original recognised use of
science in a court case.

Prediction observes a phenomenon (the ‘cause’) and
predicts an outcome (the ‘effect’). Therefore, if A (pre-
dictably) causes B, and A is the only cause of B, then if
A and B happened, one can infer that A caused B. Stated
differently, A now explains B. This is exactly how forensic
science uses laws to explain phenomena; forensic science
is often defined as a scientific analysis performed to deter-
mine the root cause of one or more events.

2The first use of scientific evidence in English Law occurred in Folkes
v. Chadd and Others (1782) (often referred to as the Wells Harbour case).
In summary it determined that “In an action of trespass for cutting a bank,
where the question is, whether the bank, which had been erected for the
purpose of preventing the overflowing of the sea, had caused the choking
up of a harbour, the opinions of scientific men [sic], as to the effect of such
an embankment upon the harbour, are admissible evidence. ..” (emphasis
added) [4, p.157].
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Locard, by many seen as the father of forensic science,
formulated what has become known as Locard’s exchange
principle; in his 1934 book La Police et les Méthodes Sci-
entifiques he formulates it as “Any action of a human ...
cannot unfold without leaving some mark” [5, p.7]* It has
been formulated in a number of ways — often in the short
form: every contact leaves a trace. While this principle is
not a scientific law, it works remarkably well, and in many
ways seem even more valuable in the digital realm. If we
know from science that contact between X and Y leaves
some trace 7', observing X, Y and 7" may enable us to
explain 7" (assuming the usual caveats about determining
causes form what are deemed to be effects).

For such an explanation to be accepted as testimony,
law is required to make two concessions: (a) It needs to
recognise some notion of scientific truth, that may be con-
veyed from one scholar to another in a ‘hearsay’ fashion
and that science has checks and balances in place to en-
sure 'truth’; these checks and balances override the need to
hear (and cross examine) the original scholar to determine
(‘legal’) truth; and (b) the scientist is allowed to conclude
that the presence of A explains the occurrence of B. This
latter concession is important because the law prefers to
hear the ‘facts’ and then reach its own conclusions. Now
some conclusion, based on science rather than the law, ef-
fectively becomes a fact in the legal process.

3.4 On the digital

Science, truth and reality in a sense form a triad: Science
helps us to discover the truths about the reality in which
we live. Conversely, if science make correct claims (in
particular, correct predictions) about the reality in which
we live, science has uncovered truth. (Postmodernists will
arguably disagree here, but it is not clear that postmodern
forensic science is possible. . .)

Now enter the digital realm. This is an environment
that seems to be human-made. Many of its prominent con-
cepts, such as cyberspace derived from science fiction. Re-
ality in this context may be virtual — that is, reality may be
‘unreal’. Yet, despite these idiosyncrasies, we have moved
into this world lock, stock and barrel. Whether one views
this ‘cyberspace’ as an alternative world, or just use the
Internet for shopping, banking and talking, does not mat-
ter. The digital is integrated in our lives (or vice versa). If
things in life go wrong we often need to prove claims we
make. And, in this integrated world, many relevant events
may have happened on the digital side.

Hence, it is no surprise that a branch of forensics —
digital forensics — developed to find truths about what
happened in the digital sphere. But, unlike the physical
world, there seem to be very few rules that constrain the
digital world. In the physical world, the rules of physics
enable us to predict what will happen (or explain what hap-
pened). Is there a basis on which we can make such claims
about the digital space?

This is the purpose of this text: to explore which ques-
tions about the digital space can be answered in a scientific

3This is a direct translation as he formulates it in the cited book:
“Toute action de I’homme ... ne peut pas se drouler sans laisser quelque
marque.”
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manner, so that we can demonstrate a scientific truth for
our claims — in particular claims that may be useful as
evidence in a legal context.

3.5 Digital forensic science

From the preceding it is rational to question whether a
digital forensic science can ever exist. Most (if not all
other) forensic sciences deal with natural phenomena, nat-
ural substances or human nature (which is also natural in
some senses at least). Even human-made tools are made of
natural materials that will, when it interacts with any other
natural material, behave in a predictable manner. Note that
the word “natural” is used loosely here: plastics and other
synthetic materials exhibit “natural” characteristics — that
is, in contact with other materials, they will (to a lesser or
greater degree) react in a predictable manner — this artifi-
cial material possesses (an artificial) “nature”.

In contrast, computing and the various artefacts pro-
duced by it are as close to alchemy that humanity has ever
come. It is trivial to program a computer to, for any inputs
x;, generate any desired outputs y;; it is almost equally
simple to modify ‘trusted’ software to produce arbitrary
outputs for given inputs — unless security mechanisms are
in place that will ensure that the software cannot be modi-
fied. Stated differently, it seems one needs to build systems
that are so secure (and correct) that they perform as reli-
ably and as consistently as a law of nature does. However,
I think very few experts would be willing to stake their rep-
utations on such an assumption that a piece of software in
infallible (or even, say, 99.999% reliable).

The shift from digital forensic science to computing in
the previous paragraph may not seem logical. However,
digital evidence is — as Fred Cohen [6] so aptly states
— a bag of bits* out of which the examiner has to ex-
tract some ‘evidence’. Evidence (or, at least, meaning)
may be inferred from one of only two processes: (1) If
the bits through some justifiable process can be arranged
to form some meaningful artefact,’ then meaning has ob-
viously been found. Alternatively, (2) if the bag of bits is
the result of some computational process it may sometimes
be possible to make claims about the inputs to that process
and/or the process itself.

Conjecture 1 Digital forensic science claims can only as-
sume one or both of two forms, namely

1. That the digital data examined is an example of a spe-
cific class of artefact; and/or

2. That the digital data examined proves or disproves
a claim that the data was the result of specific data
transformed by a specific computational process.

More formally these two claims may be stated as fol-
lows:

4Perhaps the phrase “bag of of bit sequences” would have been more
apt.

SThe term artefact is meant to refer to something digital produced for
later use; it forms the traces available to the digital forensic examiner. In a
number of forensic science branches the term artefact refers to something
artificially introduced into a photograph or recording that was not part of
what was originally recorded; in those branches artefacts are ignored as
artificial additions to recorded observations.
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1. For some ‘recognised category’ C (to be elaborated
on later) and some sequence of bits s, the digital
forensic scientist can conclude that s € C; and/or

2. That, given some computational process P, some in-
puts x and some output s, the digital forensic scientist
may conclude that, depending on the specific values,
P(z) did or could have produced s.

Both of these claims, for the sake of simplicity, have
been stated in a somewhat more limited form than in-
tended. This will be addressed below. In fact, it will be
shown that in this limited form the conjecture has much
wider application than what it may seem initially.

To ‘prove’ this conjecture in one direction (namely
that scientific forensic claims can indeed take one — or
both — of these two forms) examples will suffice. How-
ever, conjectures are conjectures because they cannot (yet)
be proven; to convince the reader that the examples to be
provided are indeed correct, we need conjecture 2 to be
introduced below. ‘Proving’ the conjecture in the other di-
rection is harder and may indeed be shown to be false.

Note that conjecture 1 refers to digital forensic sci-
ence specifically; it excludes branches of forensic science
that may deal with digital artefacts, but where the claims
made are not in the digital realm. Thus the intention here
is not to deal with, for example, voice recognition or au-
thorship attribution of a recording or a document, respec-
tively, that happen to be in a digital format. Those branches
include ‘natural’ properties (such as the properties of hu-
man speech or the vocabulary and style used to compose a
document), and hence do not face the same challenges as
‘pure’ digital forensic science.

A defence of the conjecture that these are the only two
valid forms of scientific forensic claims will be attempted
later. However, to proceed in the former direction (that
there are indeed two forms) another conjecture is required,
which will be colloquially formulated as follows.

Conjecture 2 In digital forensic science the notion of ‘in-
telligent design’ will often be sufficient to correctly classify
an artefact. The degree of certainty with which this can be
done depends on the nature of the class.

To illustrate this conjecture, suppose that an investi-
gator obtains a set of bytes for which some reasonable
grounds exist to infer that a subset of the bytes are intended
to be interpreted in a given fashion. To make this concrete,
suppose one obtains a sequence of bytes from a system that
are purportedly a JPG file. The claim (or hypothesis) that
itis a JPG file may come from the file extension (if the file
name is available), the initial bytes of the sequence and/or
a variety of other clues. Conjecture 2 claims that we are
able to determine whether the sequence of bytes indeed a
JPG file or not and make that claim with a specified degree
of certainty.

Of course, if the sequence of bytes conforms to all syn-
tactic and semantic requirements for a JPG file, it opens in
a variety of JPG viewers and (possibly) yields an identifi-
able picture, the sequence is a JPG structure, without any
doubt. The only source of uncertainty is whether it ex-
isted on the medium from which it was retrieved as a JPG
file. This is where the level of certainty needs to be deter-
mined. It is extremely unlikely that a random sequence of
bytes from a medium will form a JPG image. On the other
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hand, in the unlikely case that one tries all permutations
of subsets of bytes on a medium, the likelihood that one
of the permutations will conform to the JPG specifications
increases dramatically.

Another example may be useful: if one recovers an
8-bit value from a medium it obviously can be a member
of the class of 8-bit unsigned binary numbers. The ques-
tion whether it existed (that is, was used) as an 8-bit binary
number on the system in question can only be answered
after much more context has been studied.

Clearly, the likelihood of error does depend on the
complexity of the artefact being examined: A JPG file has
a header which not only has a standard format, but also
has fields that impact the interpretation of the remainder
of the file. As noted, when opening the file in an image
viewer one would normally expect to see an intelligible
image. If this is true of a file confidence grows that we
indeed have a JPG file. A series of additional checks may
be desired, such as the EXIF metadata to increase confi-
dence — if required. In contrast, other formats may have
much less inherent structure (effectively, much less redun-
dancy/meaning) and it may be much harder (or even im-
possible) to confirm whether they exhibit “intelligent de-
sign traits.”

It is now time to return to conjecture 1 to fulfil the
promise that examples of the two conjectured claims would
be provided. For the first form the example alluded to will
suffice: If the investigator obtains a file that claims to be a
JPG image (say, through its extension), determines that it
conforms to the rules and specifications of a valid JPG im-
age and, when opened with an image viewer displays what
is clearly a picture, the conclusion that the file is indeed a
JPG file is obvious. The contents of that file can then be
reproduced in a form that will enable the court (or some
suitably qualified expert) to make its findings. In some in-
stances the digital forensic scientist will be qualified to do
this, given the second form of conjecture 1.

As an example of the second form of conjecture 1 con-
sider the case where the computational process P is the
calculation of a known reliable hash function and the input
x is a sequence of bytes. Then the digital forensic scientist
may conclude that s is (or is not) the hash of z. To say that
P(z) = s is straightforward; however, the intention is also
to conclude that P~ : s +— x, which needs to be qualified
by the confidence (or error rate) of such a claim, because
this is inherently a probabilistic claim. However, note that
this example does not suggest that P should be a standard,
well-studied computation: P may, for example, also be a
piece of malware never encountered before.

Given the fact that these two forms of claims are used
on a daily basis in digital forensics no further elaboration is
required to substantiate their utility. What needs attention
is their sufficiency and (eventually) a stronger justification
that there is a scientific basis for (some) such claims.

4 THE MANIFESTO

The manifesto that follows represents the insights that may
be gained from the discussion in the preceding sections.
Not every point contained in the manifesto can be deduced
in full from the preceding discussion, though.

Communication — SACJ, Submission, 2016

Forensic science

1. The term forensics refers to forensic science. Any
notion of a non-scientific forensics contradicts a gen-
erally held understanding in the academic literature
and by the general public of forensics; such a notion
would inherently cause confusion.

2. The utility of science in forensic science is the ability
of science to explain phenomena. The explanatory
ability of science is inherently related to its ability to
(correctly) predict.

3. The reliability (or accuracy) of a forensic science (or
forensic discipline) is limited by the accuracy with
which the underlying science can predict.

4. The term science is contested and the problem of de-
marcating science remains critical. Philosophy of sci-
ence provides many useful insights. In addition, stan-
dard scientific practices, such as peer review, provide
a practical basis for demarcation. Both the appropri-
ate nature and appropriate practice are necessary ele-
ments to denote an activity as scientific.

5. Forensic science ultimately has to explain why an
event is seen as the root cause of other events. Foren-
sic science therefore needs to be a science (or an ap-
plication of a science or based on a science) that (a)
can justifiably claim to be a science, and (b) has ex-
planatory — and hence — predictive abilities.

The digital realm

6. Computing is used in many branches of forensic sci-
ence, such as matching exemplar fingerprints with
those stored in an extensive database or visualising
physical phenomena in various ways. The fact that
computers (and, hence, digital representations of phe-
nomena) are used does not imply that digital foren-
sics is being used. In these cases computing is used
to support some forensic test. If a category descrip-
tor is required for such computing the phrase forensic
computing accurately reflects the activity.

7. The phrase digital forensics is commonly used to de-
scribe an examination of digital artefacts that exist as
digital artefacts (rather than physical artefacts that
have been converted to digital). To emphasise the
point, fingerprints that have been transferred to pa-
per are not examined as paper forensics; similarly fin-
gerprints that have been converted to a digital repre-
sentation do not form part of digital forensics. One
possible characterisation of digital forensics is that it
examines events (or traces of events) that happened
in the digital realm; the purpose of digital forensics
then is to determine the root cause of, or to recon-
struct events that happened in cyberspace.

Examinations and investigations

8. Forensic examinations punctuate investigations. An
investigation (such as a police investigation or a crim-
inal investigation) typically includes many activities
that are not scientific (and that cannot be scientific).
Investigators often follow leads that are wrong or
based on unreliable evidence. Decisions about which
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10.

11.

leads to follow and when to abandon a specific line
of investigation are often not based on objective crite-
ria. The investigators’ experience, intuition, the legal
requirements of obtaining search warrants and other
permissions, the behaviour of those implicated by a
case and many other factors determine the course of
the investigation. It is expected that the investigation
will uncover relevant facts. The role of forensic sci-
ence is to test hypotheses (or theories) that arise for
(scientific) factuality. Investigators work with leads
that range from unlikely to proven facts. The bar
for considering something a lead is low, but leads
may differ in strength; a strong lead may need much
stronger grounds to be considered a strong lead. Do
note that a proven fact may be a weak lead — if it, for
example, turns out to be irrelevant.

The phrase forensic investigation is usually a mis-
nomer. This phrase is often used when disasters (such
as airplane accidents) are investigated. The phrase
may allude to the fact that forensic science often ful-
fils a major function in such investigations. How-
ever, such investigations include many non-scientific
aspects (such as interviews with eyewitnesses and
survivors). Forensic examinations are typically con-
ducted by laboratories best equipped for the specific
test to be performed; in the case of major disasters,
many forensic facilities in many countries may be in-
volved, where each focusses on one component, one
category of residue or some other specific facet of the
investigation. The investigators work on the investi-
gation; the forensic laboratories conduct their specific
analysis limited to the question raised by the inves-
tigation team. In order to minimise confusion it is
best to explicitly distinguish between forensic exami-
nations (or forensic analyses) within the context of a
(non-forensic) investigation.

With forensics being inherently scientific, care should
be taken to not refer to non-scientific procedures as
forensic activities. Many forensic processes may be
useful during an investigation, but the converse is not
always true. Forensic results will, in general, be ad-
missible in court as evidence; leads and investigation
results will not be admissible as facts unless suffi-
ciently corroborated. Hence the investigator should
clearly understand the difference between the two.

The word evidence should similarly be used with care.
On the one hand, evidence may be whatever is col-
lected in relation to a crime — whether it will have
probative value or not. On the other hand evidence
may be something that proves a claim; this is the type
of evidence handed up in a court of law. In a forensic
context, evidence ought to have the second meaning
— (forensic) evidence will, in particular, be evidence
about which forensic truth claims are made.

Independence

12.

The use of forensic science is not limited to the crim-
inal justice system; many forensic disciplines (with
digital forensics a prime example) ought to be of use
in civil matters, internal hearings and other contexts

13.

14.
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where such evidence may contribute to justice. This
ought to be reflected in the language used to report
research results; words such as crimes, guilt and in-
nocence should be used judiciously in research on the
topic since they ultimately affect the research agenda
and application of forensic research. (This neither
means that these words should be avoided at all costs,
nor that work that is of particular use in a given con-
text — criminal, civil, or other — should be discour-
aged; however, many forensic procedures will be ap-
plicable to more than one context, and its exposition
and development should not be limited by unneces-
sary suggestions of context through examples, termi-
nology or other potential biases.)

Forensic science is ultimately in the service of justice,
rather than specific users of forensic science. Too of-
ten forensic science research focuses on its use in law
enforcement (as the most prominent example). Digi-
tal forensic science will often be more useful in cor-
porate contexts than most other forensic disciplines.
Care should therefore be taken that the digital forensic
research agenda is balanced and serves the interests
both of those with and without access to resources.
One way of gaining neutrality is for any work that
produces a mechanism to prove some proposition p to
also reflect on how to prove p or to prove some propo-
sition ¢ that could serve as a rebuttal of the claim that
p happened.

Neither law enforcement, nor the corporate sector is,
in general, equipped to do scientific research (with
some significant exceptions). Hence the ‘natural
home’ for forensic science research are the traditional
research institutes, such as universities. Funding from
industry or law enforcement should be recognised as
possible sources of bias (if not in the research itself,
then in the research agenda). Hence any such spon-
sorship should be explicitly declared as potential con-
flicts of interest.® In the ideal world digital forensic
research will be funded by government or other bod-
ies for whom a slogan such as a better life for all is
inherently a call for justice, rather than the simplify-
ing the task of law enforcement or big business. They
now need to put their money where their mouths are.

CONCLUSION

Manifestos are often written by authors who deem it nec-
essary to assume and express a position at a time when
they perceive a danger that, if such an option is not ex-
pressed an opportunity will be lost to impact the direction
of some discourse. The use of the term manifesto indicates
strong convictions of the author that (a) an adjustment of
the course is necessary and (b) the issues that are raised in
the manifesto are those that ought to be high on the agenda
for reflection. In this sense a manifesto is contextual; it
speaks to the current discourse, rather than provide a con-
clusive, comprehensive perspective on the topic at hand.

In this manner, this manifesto does not attempt to de-

fine digital forensic science. Its intention is to highlight

SThis is standard practice in most medical research and already strictly
enforced by the American Academy of Forensic Sciences.
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necessary (but not sufficient) aspects of a digital forensic
science.

A manifesto is, by nature, a conviction set forth by
its author(s). A conviction does not claim to be abso-
lutely correct, but issues a challenge to others participat-
ing in the discourse to engage in further discussion on the
points raised in the manifesto. As a conviction, it is a
call for change in the current course of events. The weak-
nesses of forensic science have made newspaper headlines
over many years, but the news media are often easily dis-
missed as being more interested in sensationalism, rather
than facts. However, when organisations, such as the US
National Academies of Science and the United States Pres-
ident’s Council of Advisors on Science and Technology
raises serious concerns about the absence or lack of (foun-
dational) science in most of the forensic science disciplines
that they considered, it is a loud and clear signal that intro-
spection is required. The two reports issued by these or-
ganisations that were cited above say very little about digi-
tal forensic science, it does not absolve the digital forensic
community from introspection and a well-considered re-
sponse. Hopefully the manifesto above posits claims that
will indeed lead to reconsideration of the ‘old” answers to
the issues raised (where) such answers exist, and reflection
on the ‘new’ issues raised.
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