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ABSTRACT
Countries such as South Africa have attempted to leverage eHealth by digitising patients’ medical records with
the aim of improving the delivery of healthcare. This involves the use of an electronic health record (EHR) which
is a longitudinal electronic record of a patient’s information. The EHR includes all the patient’s encounters that
have been made with different health facilities. In the national context, the EHR is also known as a national EHR,
which enables the sharing of patient information between points of care. However, a lack of interoperability
exists between many South African health information systems making communication between these disparate
systems impossible. As a result, the sharing of patient information is inhibited and the benefit of improving
healthcare delivery cannot be realised. This paper proposes a system architecture for addressing interoperability
challenges and indicates how interoperability can be ensured in a national EHR system. The proposed system
architecture is differentiated from other national EHR system architectures found in the literature in order to
emphasise its novelty. Secondary data obtained from a systematic literature review was analysed using content
analysis, resulting in 9482 tags which informed the development of the proposed system architecture.
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1 INTRODUCTION

ICT is central to countries’ healthcare strategies since it can be leveraged to improve health-
care delivery (Tsiknakis & Kouroubali, 2009). However, the current state of South Africa’s
health system has not been conducive for ensuring interoperability between disparate systems
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even though ICT has been leveraged (RSA Department of Health, 2012). Interoperability is es-
sential in order to allow disparate systems to communicate with one another and for improved
healthcare to be feasible (B. G. M. E. Blobel & Pharow, 2007). South Africa aims to address
its interoperability challenges through the implementation of the National Health Insurance
(NHI) system. This system is focused on improving the accessibility of health services for all
South Africans and includes the implementation of an interoperable national electronic health
record (EHR) system (Weeks, 2014). The national EHR system serves as a critical enabling
factor for the implementation of the NHI (RSA Department of Health, 2012).

An EHR is defined as a longitudinal electronic record of a patient’s health information (De
Moor et al., 2015). The EHR is longitudinal since it encompasses all the health information
which is created and stored with each visit the patient makes to a health facility. In a national
context, the EHR is also known as a national EHR (Deloitte, 2015). The EHR includes health
information such as medical history, laboratory test results, medication and allergies (Bakker,
2007; Deloitte, 2015; Gkoulalas-Divanis et al., 2014; Joshi et al., 2021). The EHR comprises
electronic medical records (EMRs). An EMR is an electronic record of a patient encounter in
a single health facility and is accessible to clinicians (Cabitza et al., 2015; Kierkegaard, 2011).
The use of the EHR enables benefits such as the sharing of patient information between points
of care (RSA Department of Health, 2012). Other benefits of the EHR include monitoring
diseases, a decrease in medical errors and reduced costs by avoiding redundant tests and
medication (Bourgeois et al., 2008; Ohuabunwa et al., 2016; Yoo et al., 2013).

However, in order for these benefits to be realised, interoperability between health inform-
ation systems is required. Interoperability is defined as the extent to which two or more sys-
tems can exchange information and interpret that information (Kush, 2012). South Africa cur-
rently faces issues with regard to the disparate systems operating in each of its nine provinces.
In some provinces, health information systems exist which cannot communicate with other
provinces, while in others systems are still paper-based (Ohuabunwa et al., 2016; RSA Depart-
ment of Health, 2012). This results in a lack of interoperability among systems and thus the
inability to exchange information, which can lead to medical errors owing to the fragment-
ation of patient information (Kushniruk et al., 2013). Thus, there is a need in South Africa
for a national EHR system that is interoperable. This paper proposes a system architecture
that addresses the interoperability challenges in the context of South Africa’s future national
EHR system. While the focus of the proposed system architecture is on interoperability, other
important components of a national EHR system such as access control are covered at a high
level. Owing to the sensitive nature of patient information, it is important that it is protected
from unauthorised access (Santos et al., 2014). Hence, access control is required to ensure
the security and privacy of patients’ EHRs. However, the low-level details regarding how the
national EHR is created are not covered, nor does this paper cover usability standards. In the
next section, South Africa’s interoperability challenges are discussed in more detail.
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2 STATE OF ELECTRONIC HEALTH RECORDS IN SOUTH AFRICA

South Africa currently faces a number of challenges which have acted as barriers to interop-
erability. One of these barriers is the fact that the majority of health facilities in South Africa
are currently using paper-based systems (CSIR and RSA Department of Health, 2014). On the
other hand, some South African health facilities have implemented EMR systems. For instance,
in the Western Cape, EMR systems that include pharmacy and radiology systems have been
implemented (RSA Department of Health, 2012). However, even where EMR systems have
been introduced, the use of a variety of proprietary systems (as depicted in Table 1) in South
Africa’s nine provinces has meant that they have not been able to exchange information. These
proprietary systems have been implemented using different platforms and databases and differ
in terms of their architecture (RSA Department of Health, 2012).
Table 1: Patient management/hospital information systems currently deployed in public sector facilities
in South Africa (RSA Department of Health, 2012)

Province Patient management/Hospital in-
formation systems in use

Eastern Cape Delta 9
Free State Meditech; PADS
Gauteng Medicom; Soarian MedSuite;

PharmAssist; PAAB
KwaZulu-Natal Medicom; Meditech; PALS; Pro-Clin;

ReMed
Limpopo Medicom
Mpumalanga PAAB
North West PAAB
Northern Cape Nootroclin
Western Cape Clinicom; Delta 9; PHCIS; JAC Phar-

macy

Network connectivity is essential for the realisation of a national EHR system, as achieving
interoperability (more specifically foundational interoperability as discussed in Section 4.1) is
dependent on systems that are connected together over the network (Ryan & Eklund, 2010).
However, many parts of South Africa’s nine provinces have been negatively affected by net-
work connectivity problems. One example includes the Clinicom EMR system that is widely
used in the Western Cape (Ohuabunwa et al., 2016). The aim was to implement a fully oper-
ational EMR system in 38 different hospitals and specialised care centres in the Western Cape
but this has been hindered by the bandwidth requirements in health facilities. As a result, the
EMR systems at these health facilities have not been able to communicate at a regional level
and consequently there is no interoperability between these systems.

South Africa has also experienced challenges resulting from a lack of governance in the
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public sector, which has acted as a barrier to interoperability and has resulted in the acquis-
ition of systems that are not interoperable (RSA Department of Health, 2012). Additionally,
there has been a lack of cooperation between the numerous groups involved due to a lack of
understanding that eHealth includes all ICTs for health such as the EHR. Consequently, this
has hindered the progress that could be made by using eHealth as an enabler. Challenges
have also been experienced with regard to information governance, which is needed to ensure
compliance with essential standards such as those relating to interoperability and to ensure
that the use of patient information adheres to regulations.

Previous studies exist that cover interoperability in the South African context. Coleman
(2013) proposed an integrated model for sharing patient information in public and private hos-
pitals in South Africa. The findings of this study identified that patient information created in
private or government hospitals are sent electronically or in paper form exclusively within the
same hospital. The CSIR and RSA Department of Health (2014) study focused on developing
a National Health Normative Standards Framework for interoperability in South Africa. The
study also discussed a fully integrated South African national shared EHR system. The find-
ings related to this discussion were the following: the majority of clinics, community health
centres and rural hospitals use paper-based systems for storing patient information while most
South African public health facilities that utilise health information systems use them in com-
bination with a paper-based system. Wright et al. (2017) reviewed existing South African
electronic health information systems in public healthcare including the Clinicom EMR sys-
tem. The Clinicom EMR system provides a unique patient identification number, i.e. patient
master index (PMI), which facilitates interoperability and is shared with other health inform-
ation systems in the Western Cape. Despite this, it was found that no national master patient
index exists to support the South African public health system. The PMI has been included
in the proposed system architecture in the form of the patient registry component, which is
discussed in Section 5.4. The proposed system architecture differs from previous studies as it
discusses how interoperability can be ensured via governance and standards, while also illus-
trating the relationship between these components. The research methods that were used by
the study are discussed in the next section.

3 RESEARCH METHODS

This study conducted a systematic literature review based on the PRISMA (preferred report-
ing items for systematic reviews and meta-analyses) flow diagram (Moher et al., 2009). This
resulted in secondary data which was analysed using the content analysis method. Content
analysis was used to quantify the qualitative secondary data which resulted in tagged codes
related to the EHR (Wahyuni, 2012). The results of the content analysis informed the devel-
opment of the proposed system architecture. The retrieval of the content analysis sample via
the systematic literature review is covered below.
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3.1 Systematic literature review
The content analysis sample was retrieved by conducting a systematic literature review based
on the PRISMA flow diagram (Figure 1). A search query was used comprising “access control”
and “electronic health record” and the search results were filtered to only include journal
papers. “Electronic health record” was selected as a keyword since it consists of interoperable
medical records such as EMRs, while “access control” was chosen as it is necessary for securing
the EHR. The screening of the 282 papers resulted in 257 papers being excluded and 25 papers
remaining for the next phase. This screening involved the following method: the initial search
query was also run on the Google Scholar database using the same parameters as well as
filtering the results to show only papers published in ScienceDirect via Elsevier. This was
followed by selecting the first 25 journal articles which appeared in both the Google Scholar
and ScienceDirect databases. One journal article, titled “Creating a global rare disease patient
registry linked to a rare diseases biorepository database: Rare disease—HUB (RD-HUB)”, was
excluded during the eligibility phase since the focus of the paper is on a rare disease patient
registry as opposed to the EHR. After following each step of the PRISMA flow diagram, 34
papers (available in Appendix A) were selected as the content analysis sample. These 34 papers
were included in the quantitative synthesis as the content analysis quantified the secondary
data. The content analysis process and results are discussed next.

3.2 Content analysis
Content analysis is a method that is used to interpret the meanings of textual data with the
analysis being done either quantitatively or qualitatively (Wahyuni, 2012). In this study, the
content analysis was conducted quantitatively, using the MAXQDA software program, by trans-
forming the qualitative secondary data into numeric data. Firstly, the 34-paper sample iden-
tified from the systematic literature review was imported into MAXQDA. Any terms related
to the EHR were coded as they were encountered in the sample. The sample represented a
saturation point, which was reached towards the end of the sample when the number of new
codes encountered decreased significantly (Ando et al., 2014).

The coding of the secondary data using content analysis resulted in the creation of 9482
tags along with 143 unique codes. Codes representing the same terms, such as EHR and
electronic health record, were merged. Table 2 depicts the top 30 codes before categorisation
along with the number of times the codes appeared in the sample. Since the number of codes
was large, they were reduced by merging similar codes together under the same category. For
example, the personal health record, electronic medical record and virtual electronic health
records were merged with the electronic health record category, which also functions as a
code.
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Figure 1: PRISMA flow diagram—adapted from Moher et al. (2009)
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Table 2: Top 30 codes before categorisation
Rank Code No. of tags
1 security 1718
2 electronic health record 1449
3 privacy 1069
4 access control 464
5 standards 432
6 authentication 392
7 personal health record 369
8 accountability 320
9 biometrics 249
10 authorisation 217
11 confidentiality 208
12 log 208
13 role-based access control 207
14 identification 184
15 interoperability 171
16 electronic medical record 171
17 integrity 165
18 situation-based access control 148
19 Health Level Seven 145
20 Integrating the Healthcare Enterprise 130
21 availability 96
22 archetypes 93
23 health information exchange 86
24 password 85
25 governance 54
26 fingerprint 45
27 delegation 41
28 public key infrastructure 40
29 system architecture 31
30 OpenEHR 29

Table 3 depicts the categories after the reduction process. It includes the number of unique
codes that were merged under the category as well as the number of times these codes were
tagged throughout the sample. The codes were reduced from 143 codes to 9, i.e. categories.
Here, the number of codes is inclusive of the category since a category is also a tagged code.
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Table 3: Categories after reduction
Rank Category No. of codes No. of tags
1 access control 62 2856
2 security 5 2195
3 electronic health record 23 2035
4 privacy 1 1069
5 standards 35 914
6 interoperability 1 171
7 system architecture 13 102
8 health information exchange 2 86
9 governance 1 54

Figure 2: Mind map of themes informing proposed system architecture
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Figure 2 illustrates the nine categories as well as three additional codes: portal and distrib-
uted architecture, which form part of the system architecture category and electronic medical
record, which was included in the electronic health record category. These codes were identi-
fied as themes using the content analysis results and informed the development of the proposed
system architecture (Figure 4). The system architecture theme represents the contribution of
this study and was thus added to the centre of the mind map. The remaining themes consti-
tuted the system architecture in the form of components and are covered in this section. The
distributed architecture represents the way the proposed system architecture operates by re-
trieving EMRs from distributed regions and aggregating the EMRs to form the EHR. The EMRs
and EHRs were added to all the regions in the proposed system architecture. The portal was
also added for providing patients with access to their EHR. Since interoperability is the focus
of this study, this theme was added to the centre of the system architecture along with health
information exchange (HIE) in the form of layers. The HIE component was included as it fa-
cilitates the aggregation of patient information located in disparate EMR systems (Alverson,
2021). Governance and standards were linked to interoperability through a relationship in
the system architecture which emphasises how governance and standards are necessary for
ensuring interoperability. Additionally, access control was added to the system architecture
since it is a relevant security control for ensuring the security and privacy of the EHR. Security
and privacy are an integral part of any system architecture in the healthcare domain (B. Blobel,
2007). Thus, these two components were included in the system architecture and are linked
to access control. Two themes which did not appear in the content analysis sample but were
important to include in the proposed system architecture were registries and South Africa’s
Protection of Personal Information (PoPI) Act. Registries play an important role in facilitating
interoperability (CSIR and RSA Department of Health, 2014). With regard to the PoPI Act, it
is an important regulation for protecting patient information in a South African national EHR
system (RSA Government Gazette, 2013). The next section discusses interoperability, which
is required for the establishment of a national EHR system.

4 INTEROPERABILITY FOR A NATIONAL ELECTRONIC HEALTH RECORD SYS-
TEM

This section focuses on what is needed to ensure an interoperable national EHR system. In-
teroperability is essential since a national EHR system cannot be established unless interoper-
ability exists between its regional systems. Interoperability allows the regional systems to ex-
change information while also interpreting the exchanged information. This is made possible
by three levels of interoperability—foundational, syntactic and semantic interoperability—
which are illustrated in Figure 3 (Broyles et al., 2016). This section focuses on a combination
of healthcare interoperability standards, clinical models and initiatives that ensure syntactic
and semantic interoperability, thus foundational interoperability is not covered in detail. This
is because the requirements for syntactic and semantic interoperability are relatively harder to
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address than foundational interoperability. The three levels of interoperability are examined
below.

Figure 3: Levels of interoperability - compiled from (Broyles et al., 2016)

4.1 Levels of interoperability
Interoperability can be ensured by addressing all three levels: foundational, syntactic and se-
mantic interoperability (Broyles et al., 2016). Foundational interoperability (also known as
technical interoperability) enables the exchange of information between health information
systems over a network (Benson & Grieve, 2021; Ryan & Eklund, 2010). With regard to the
scope of foundational interoperability, this level of interoperability only ensures that inform-
ation is transmitted and does not indicate anything about the representation or meaning of
this information (Kubicek et al., 2011). These limitations of foundational interoperability are
addressed by syntactic and semantic interoperability.

Syntactic interoperability is realised by ensuring that the messages exchanged between
two systems are transmitted in a format that is recognised by both systems (Broyles et al.,
2016). In order for the exchanged messages to be recognised by both communicating systems,
these messages would need to be transmitted using a structure and syntax that is recognised
by both systems, for example XML (Hosseini & Dixon, 2016). Although the receiving system
may recognise the message structure, it does not ensure interoperability because syntactic

https://doi.org/10.18489/sacj.v33i1.838

https://doi.org/10.18489/sacj.v33i1.838


Tsegaye, T. and Flowerday, S.: Ensuring interoperability in a South African national health record system 89

interoperability does not ensure that the message content is interpreted by the receiving system
(Iroju et al., 2013).

Semantic interoperability, which can address this issue, ensures that both sending and
receiving systems have a common understanding of certain terms which will allow them to in-
terpret and process the exchanged messages (van der Linden et al., 2009). Preserving meaning
after messages have been sent from one system to another is important especially if there are
plans to aggregate information from disparate systems. For example, a national EHR would
be generated by combining the information stored on disparate EMR systems. Thus, it is es-
sential that the meaning in the content of the national EHR is preserved after the EMRs have
been aggregated. It is required that standards for foundational and syntactic interoperability
are implemented in order to ensure semantic interoperability (Kubicek et al., 2011). The next
section covers standards, as well as clinical models and initiatives, for ensuring syntactic and
semantic interoperability.

4.2 Interoperability through standardisation
In the previous section, the three levels of interoperability that are essential for achieving
interoperability were discussed. Interoperability standards are available that address each of
these three levels. This section also discusses clinical models and initiatives that address two
levels of interoperability, namely, syntactic and semantic interoperability (Table 4).

HL7 is an international organisation that provides standards which enable interoperability
within the healthcare domain (Dolin & Alschuler, 2011). Unlike other interoperability stand-
ards that only focus on one level of interoperability, HL7 standards can be used to ensure
both syntactic and semantic interoperability. These standards include HL7 version 2 (v2),
HL7 version 3 (v3), HL7 Clinical Document Architecture (CDA) and Fast Health Interoperab-
ility Resources (FHIR) standards. HL7 v2 is a messaging standard that enables the exchange
of clinical information, such as patient demographics, clinical observations and laboratory
test results, between health information systems (CSIR and RSA Department of Health, 2014).
HL7 v2 is recognised as the most widely used healthcare interoperability standard in the world
(Aliakbarpoor et al., 2017; Aziz et al., 2020; CSIR and RSA Department of Health, 2014). A
HL7 v2 message has a specific structure where the data is encoded in segments, fields and com-
ponents using various delimiters (Hosseini & Dixon, 2016). Thus, HL7 v2 ensures syntactic
interoperability since a HL7 v2 message is structured. Like HL7 v2, HL7 v3 is a messaging
standard that allows the exchange of clinical information between health information systems
(CSIR and RSA Department of Health, 2014). Unlike HL7 v2, HL7 v3 is based on a Reference
Information Model (RIM), a fundamental part of HL7 v3, which specifies the representation
of the semantics and grammar of HL7 v3 messages. The grammar of HL7 v3 messages is rep-
resented using XML, which ensures syntactic interoperability. Additionally, HL7 v3 ensures
semantic interoperability because HL7 v3 messages can contain terminologies such as System-
atized Nomenclature of Medicine—Clinical Terms (SNOMED CT) (Dolin & Alschuler, 2011;
Lopez & Blobel, 2009). As a result, clinical information exchanged between systems can be

https://doi.org/10.18489/sacj.v33i1.838

https://doi.org/10.18489/sacj.v33i1.838


Tsegaye, T. and Flowerday, S.: Ensuring interoperability in a South African national health record system 90

represented by using terminologies that ensure semantic interoperability. However, as stated
by Hosseini and Dixon (2016), owing to the complexity of HL7 v3, the majority of healthcare
organisations use HL7 v2 messages instead. Despite this, the HL7 CDA standard, which is
based on HL7 v3, is widely used in combination with HL7 v2 (CSIR and RSA Department of
Health, 2014).
Table 4: Levels of interoperability addressed by standards/models/initiatives—compiled from Braun-
stein (2018), CSIR and RSA Department of Health (2014), HL7 International (2019), Hosseini and Dixon
(2016) and Moreno-Conde et al. (2015)

Standards / models / initiatives Syntactic interoperability Semantic interoperability
HL7 v2 ✓
HL7 v3 ✓ ✓
HL7 CDA ✓ ✓
HL7 FHIR ✓ ✓
DICOM ✓
LOINC ✓
ICD-11 ✓
SNOMED CT ✓
Archetypes ✓
IHE ✓ ✓

HL7 CDA specifies the structure and semantics of clinical documents such as a progress note
and discharge report (Heymans et al., 2011). This is in contrast to HL7 v2 and HL7 v3, which
both focus on messages as opposed to documents. Similar to HL7 v3 messages, the structure
of CDA documents is based on XML, which can be parsed by any web browser, enabling
the exchange of information between disparate systems (AlJarullah & El-Masri, 2013). Thus,
the CDA ensures syntactic interoperability via the use of structured documents. Additionally,
since the CDA is based on the HL7 v3 RIM, it achieves semantic interoperability. In agreement,
CSIR and RSA Department of Health (2014) state that the CDA is based on the HL7 RIM which
supports the use of terminology standards for enhancing semantic interoperability.

FHIR is a HL7 standard that defines a set of resources which are aggregated to build an
EHR or bundle patient information that needs to be shared electronically (Saripalle, 2020). For
example, resources such as patient, observation, medications, etc. can be used to construct a
patient’s EHR, which is accessible via a URL. FHIR supports REST web services that allow users
and systems to access resources using the HTTP protocol (Saripalle, 2020). As a result, FHIR
facilitates technical interoperability, allowing patient information to be exchanged between
systems. Additionally, FHIR also ensures syntactic interoperability. It achieves this by en-
abling the exchange of patient information using JSON or XML formats (Silva et al., 2020).
This is similar to the HL7 v3 and CDA standards which also use XML to structure their data.
However, compared to these two standards, the data exchanged using FHIR is not verbose
(Silva et al., 2020). FHIR can also achieve semantic interoperability as it has built-in mech-
anisms for enabling the linkage and validation of clinical terminologies (HL7 International,
2019).
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Digital Imaging and Communications in Medicine (DICOM) is a standard that includes the
storage and exchange of information in medical imaging (Peleg et al., 2008). In addition to
an EHR containing patient information, the inclusion of medical images is important as they
can provide vital information about the patient that would not be possible with text alone.
Hosseini and Dixon (2016) mention how a variety of medical images, generated by different
types of medical imaging devices, can be integrated using DICOM. DICOM achieves this by
integrating medical images into picture archiving and communication systems (PACS), which
can exchange medical images with other systems, thus facilitating interoperability.

Terminology standards such as Logical Observation Identifiers Names and Codes (LOINC),
International Classification of Diseases (ICD) and SNOMED CT also play an important role
in ensuring semantic interoperability. LOINC focuses on laboratory and clinical observations
(Benson, 2012). It provides codes and a name for each concept that correspond to a specific test
result or observation measurement (Braunstein, 2018). A laboratory test can contain a large
amount of information and meaning that would need to be preserved if it were to be transmit-
ted to another system. Using a LOINC name, large amounts of information can be represented
in a compacted structure that can be interpreted by the receiving system, thus achieving se-
mantic interoperability. Similar to LOINC, an ICD code consists of parts that provide important
information about the cause, location and symptoms of a disease (Braunstein, 2018).

While a computer may find it difficult to interpret a sentence indicating the cause, loca-
tion and symptoms of a disease, a computer would be able to parse an ICD code representing
this sentence because of its structure. Thus, the use of ICD codes can ensure semantic inter-
operability. The current version of ICD is ICD-11 (Braunstein, 2018). Although LOINC and
ICD have a specialised focus with regard to healthcare terms, SNOMED CT includes a broad
coverage of concepts representing clinical information (Benson, 2012). SNOMED CT indicates
important clinical relationships between concepts which show the location and symptoms of
a disorder (Braunstein, 2018). While a doctor would be able to determine the cause of a dis-
order, a computer would experience a challenge performing the same task. By using a clinical
relationship between the disorder and the cause of the disorder, a computer would be able
to interpret the cause thus ensuring semantic interoperability. Additionally, CSIR and RSA
Department of Health (2014) discuss an important feature of SNOMED CT that ensures se-
mantic interoperability—mapping. This allows the terminology of SNOMED CT to be mapped
to other terminology standards such as ICD. This would achieve semantic interoperability via
a common terminology standard that would be used by both communicating systems.

An archetype is a model that describes a clinical concept such as blood pressure (Peder-
sen et al., 2016; Sucurovic, 2007). Each archetype includes elements (data, state, events and
protocol) that enable clinicians to record information about a specific clinical concept. For ex-
ample, the elements of the blood pressure archetype can contain clinical information for data
(systolic), state (score), events (24-hour blood pressure) and protocol (type of equipment).
Thus, clinical information is represented in a structured and standardised manner which facil-
itates the transfer of information between health information systems. Archetypes are included
in both ISO/EN 13606 and openEHR, which are open standard specifications for modelling
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the contents of EHRs (Duftschmid et al., 2013). Archetypes can be integrated with termino-
logy standards such as LOINC, ICD and SNOMED CT (Moreno-Conde et al., 2015). This allows
terminology standards to define archetypes by specifying possible terms that can be selected
as clinical information values. This ensures semantic interoperability since the semantics of
the exchanged clinical information can be interpreted by health information systems.

Integrating the Healthcare Enterprise (IHE) is an initiative that has been undertaken by
the healthcare industry to improve the way health information systems exchange information
(Bittins et al., 2021; Macia, 2014). IHE promotes the coordinated use of well-known stand-
ards (including the standards which were discussed in this section) with the aim of ensuring
interoperability between systems. The use of coordinated standards is essential since some
standards may not be compatible with each other when used together. In agreement, CSIR
and RSA Department of Health (2014) state that some interoperability standards conflict with
each other. IHE addresses this issue through the use of implementation guidelines known as
IHE profiles (Hosseini & Dixon, 2016). Instead of starting from the beginning by selecting a
number of interoperability standards, an IHE profile specifies coordinated standards that can
be implemented to ensure interoperability for a specific use case such as ‘query drug dispensed’.
In the next section, the proposed system architecture and its components are covered.

5 PROPOSED SYSTEM ARCHITECTURE

This section presents the contribution of this study, the proposed system architecture, by ex-
amining each of its components in detail while also applying it to the South African context.
The manner in which the EHR is accessed is covered under the distributed architecture. This
paper also introduces the concept of tiered EHRs. The access control component, which is
important for protecting the EHR, is covered at a high level. Lastly, the interoperability com-
ponent is discussed in detail which assists in addressing the interoperability challenges. The
proposed system architecture in its entirety is illustrated in Figure 4. Its use of the distributed
architecture for accessing the national EHR is examined next.

5.1 Distributed architecture
The proposed system architecture is based on the distributed architecture. In the distributed
architecture, patient information, i.e. the EMR, is stored and managed locally in EMR systems
located in different health facilities (AlJarullah & El-Masri, 2013). Links containing the loc-
ation of these health facilities are maintained in the central system. Upon making a request
to retrieve a patient’s EHR, the central system queries all the health facilities where the pa-
tient’s information is located. After receiving this information from the EMR systems, it is
aggregated by the central system and the result is an EHR which represents all the patient’s
health facility encounters. The type of patient information that is contained in the retrieved
EHR will depend on the clinician’s authorisation level. The use of the distributed architecture
for retrieving the national EHR is now discussed using two generic examples involving the
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Figure 4: Proposed system architecture

retrieval and updating of the national EHR, after which the South African context is applied
to the remaining sections.

Referring to Figure 4, a patient is admitted to a hospital in Region A. The patient previously
visited this hospital and two other health facilities in Regions B and C. These encounters have
been recorded in the EMRs. The retrieval of the patient’s EHR by their physician in Region
A consists of several steps. Firstly, the physician must be authenticated in order to access the
patient’s EHR. Links to the patient’s EMRs, located in different health facilities, are stored in
the central system, which queries those health facilities where the patient’s EMRs are stored.
Once these steps have been completed, the central system returns the patient’s aggregated EHR
consisting of the retrieved patient’s EMRs located in Regions A, B and C. The bidirectional lines
connecting the EMR systems to the interoperability layer indicate how the EMR can either be
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sent or retrieved via the central system. On the other hand, the bidirectional lines between
the clinician’s device and the EMR system indicate how a clinician can update the EHR (in
turn updating the locally stored EMR) or retrieve the EHR.

Unlike the previous example which only focuses on retrieving the EHR, the next example
discusses adding information to the EHR (using the proposed system architecture) that would
consequently be reflected in the retrieved EHR. After examining the patient, the physician
adds new information to the patient’s EHR, which is locally stored in the EMR system of
the hospital in Region A. Using the distributed architecture, the patient’s updated EMR is
accessible to authorised clinicians in other regions. The EHR is also accessible to the patient
through a patient portal which is accessible in Region X, i.e. any region in South Africa. The
next section presents the concept of tiered EHRs.

5.2 Tiered electronic health records
This section presents two terms that have been used to describe two types of EHRs: the first-
tier EHR and second-tier EHR. With regard to the patient’s EHR, it is possible to retrieve
it without the use of the distributed architecture provided that all the patient’s encounters
occur at the same health facility. Additionally, the EMR systems used by the health facility
could be from a single vendor. In the South African context, EMR systems originating from a
single vendor have been used by various departments in the same health facility. For instance,
many Western Cape health facilities have chosen JAC Computer Services as their vendor for
providing electronic access to medical records. This has been enabled through the use of
Clinicom EMR systems in the same health facility (Ohuabunwa et al., 2016). The study refers
to this EHR as a first-tier EHR. Figure 5 depicts a first-tier EHR which has been expanded. As
illustrated, the physician, pharmacy and radiology EMR systems are co-located in the same
health facility in Region A. The retrieval of the first-tier EHR in this instance would not entail
aggregating EMRs from geographically distributed EMR systems. Instead, the EHR would be
accessible locally from the health facility in which these EMR systems are located.

In the previous section, the discussion of the proposed system architecture was centred on
the use of the distributed architecture for retrieving the aggregated EHR. This study refers to
this EHR as a second-tier EHR. As illustrated in Figure 6, the second-tier EHR has been expan-
ded to show its contents, which comprise the patient’s EMRs from Regions A, B and C where
the patient was previously treated. With regard to South Africa, these regions would corres-
pond to the South African provinces such as the Eastern Cape, Western Cape and Gauteng.
Although this study has discussed both first-tier and second-tier EHRs, this study focuses on
the second-tier EHR. The use of access control in the proposed system architecture is covered
below.
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Figure 5: First-tier electronic health record

Figure 6: Second-tier electronic health record
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5.3 Access control
Access control has been included in the proposed system architecture since it is required in
order to control access to the patient’s EHR. Access control handles the identification, authen-
tication, authorisation and accountability of the clinician (Genitsaridi et al., 2013; Whitman
& Mattord, 2016). The clinician identifies themselves to the system by providing an identity
such as a smart card that needs to be verified by providing credentials, such as a PIN, which
are subsequently authenticated. Once the identity of the clinician has been verified, they are
granted certain permissions in order to access the patient’s EHR. The access control component
of the proposed system architecture uses a combination of role-based access control (RBAC)
and attribute-based access control (ABAC) for making access control decisions. RBAC enables
the principle of least privilege which ensures that only the minimum set of permissions is gran-
ted to the clinician for performing their job functions based on their role (Furnell et al., 2008).
However, RBAC alone is not able to provide EHR access based on dynamic events such as an
emergency (Becker, 2007; Beimel & Peleg, 2011). In the event of an emergency, ABAC grants
clinicians EHR access through the use of dynamic attributes such as purpose of use (Interna-
tional Committee for Information Technology Standards, 2012). Accountability ensures that
clinicians are held accountable for actions that they have performed on the patient’s EHR, such
as the request for emergency access, by logging and auditing these actions (Dekker & Etalle,
2007; Gregg, 2017). The auditing of clinicians’ actions is enabled by the construction of audit
trails which are based on access logs stored in health information systems (Malin et al., 2011).

Another important component, which informs the way access control will operate, is South
Africa’s PoPI Act, which is similar to the European Union’s General Data Protection Regulation
(GDPR) (Botha et al., 2017). The PoPI Act aims to protect personal information by specifying
the conditions for the lawful processing of personal information (RSA Government Gazette,
2013). The PoPI Act is the most appropriate regulation for protecting patient information
in a South African national EHR system. The PoPI Act specifies that the confidentiality and
integrity of personal information must be ensured through the use of security controls such
as access control. The confidentiality of the EHR is ensured since access control prevents
the disclosure of patient information to unauthorised entities while also ensuring that it is
only modified by authorised clinicians, thus maintaining its integrity (Fernández-Alemán et
al., 2013). Consequently, it is evident that the PoPI Act informs the way in which access
control will function. Furthermore, access control prevents clinicians from accessing more
patient information than they need to do their jobs through the principle of least privilege,
thus ensuring both the security and privacy of the EHR. The interoperability component of the
proposed system architecture is discussed next.

5.4 Interoperability
Interoperability is a key component of the proposed system architecture since it forms part of
South Africa’s NHI strategy for implementing an interoperable national EHR system (Weeks,
2014). The relationship between governance, standards and the interoperability components
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is illustrated in Figure 4. Governance is informed by standards that will ensure all three levels
of interoperability, which were discussed in Section 4.1. Additionally, governance should mon-
itor and evaluate adherence to these standards periodically so that interoperability between
disparate systems is maintained. It is important to note that a strong governance structure
is fundamental for supporting interoperability in a national EHR system. Therefore, the gov-
ernance component and its relationship with standards and interoperability were included
in the proposed system architecture to highlight the importance of governance in ensuring
interoperability. This will help to address the governance challenges South Africa faces, as
discussed in Section 2. Also illustrated in Figure 4 is an interoperability view of the proposed
system architecture. In this view, four registries are connected to the interoperability layer: TR
(Terminology Registry), PR (Patient Registry), HPR (Health Provider Registry) and FR (Facil-
ity Registry). The role of these registries in HIE, which also forms part of the interoperability
view, is covered in this section. The interoperability view is discussed in terms of how it
addresses the interoperability challenges faced by South Africa. The development of the pro-
posed system architecture was also informed by the discussion of interoperability standards
from Section 4.2. As a result, key components for ensuring interoperability were included
in the proposed system architecture including the interoperability layer which supports inter-
operability standards such as HL7 and the terminology registry which supports terminology
standards such as SNOMED CT and ICT.

The proposed system architecture ensures all three levels of interoperability: foundational,
syntactic and semantic interoperability. These three levels are ensured by the interoperability
layer which functions as a health service bus (HSB). The HSB achieves interoperability by en-
abling disparate EMR systems to communicate with each other via its middleware (Hammami
et al., 2014). The interoperability layer enables foundational interoperability by connecting
the disparate EMR systems together in a network, which allows these systems to exchange
information with one another. As discussed in Section 2, South Africa’s health information
systems have experienced network connectivity issues; these can be addressed by meeting the
requirements of foundational interoperability. Table 1 listed health information systems in
South Africa’s nine provinces that are not interoperable with one another. One of the reasons
for this lack of interoperability is the use of systems that are not based on agreed interoperabil-
ity standards (RSA Department of Health, 2012). The proposed system architecture addresses
this problem by ensuring that syntactic and semantic interoperability are attained through the
use of interoperability standards. Syntactic interoperability is enabled by the interoperabil-
ity layer which functions as an interface. This interface transforms the messages exchanged
between two disparate EMR systems into a common standardised format. For example, a HL7
v2 message which is sent by an Eastern Cape EMR system to a Western Cape EMR system
would not be recognised if the Western Cape EMR system were using the HL7 v3 standard.
By functioning as an interface, the interoperability layer can transform the sent HL7 v2 mes-
sage into HL7 v3 format which will be recognised by the Western Cape EMR system and vice
versa. Semantic interoperability is ensured through the use of a terminology registry, which is
able to map between different terminology standards such as SNOMED CT and ICD. In order
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to map the terminology contained in a message sent from an Eastern Cape EMR system, the
interoperability layer calls the terminology registry which maps the terminology to a stand-
ardised terminology. The standardised terminology can then be mapped by the terminology
registry to terminology that the receiving Western Cape EMR system understands. In addition,
the interoperability layer supports the integration of archetypes with terminologies, which en-
sures that archetypes are defined using clinical information values based on terminologies. By
ensuring all three levels of interoperability, the interoperability layer enables HIE. This allows
health information to be exchanged between health facilities in different regions (Ben-Assuli,
2015). HIE has been positioned at the outermost layer in the proposed system architecture
to emphasise how it enables the sharing of health information to the surrounding regions. In
addition, the HIE layer uses dotted lines to indicate that while it is at the outermost layer of
the system architecture, EMR systems interface directly with the interoperability layer.

Registries, including the patient registry, health provider registry and facility registry,
play an important role in HIE. These registries store and maintain the information needed
to uniquely identify entities in the EHR: the patient registry uniquely identifies patients, the
health provider registry uniquely identifies healthcare providers, and the facility registry
uniquely identifies the locations of care (CSIR and RSA Department of Health, 2014). Be-
fore the patient’s EMRs from different health facilities can be aggregated, it is important that
the patient registry, which is also referred to as a PMI, uniquely identifies the patient so that
a unique identifier (such as the South African ID number) can be used to identify the patient
across all health facilities. This will ensure that the aggregated EHR consists of all the EMRs
belonging to the same patient. Thus, the patient registry is a key component for facilitat-
ing interoperability in a South African national EHR system since it addresses the issues that
South Africa currently faces with regard to duplicate patient identifiers, which is a barrier
to interoperability. The same applies to the health provider and facility registries (CSIR and
RSA Department of Health, 2014). The expert review used to evaluate the proposed system
architecture is discussed next.

6 PROPOSED SYSTEM ARCHITECTURE EVALUATION VIA EXPERT REVIEW

The proposed system architecture was evaluated using the expert review method and was used
to receive feedback from five health experts (Angkananon et al., 2013). The questions that
were used in the expert review were based on Weber’s (2012) evaluation framework, which
can be used to evaluate the quality of theories and models including the proposed system ar-
chitecture. Two perspectives that are covered by the evaluation framework are the ‘parts’ and
the ‘whole’. The first perspective covers the quality of the components which constitute the
proposed system architecture, while the second perspective focuses on the proposed system
architecture as a whole. The parts consist of constructs, associations, states and events, while
the whole consists of importance, novelty, parsimony, level and falsifiability. Associations,
states and events are not relevant to the proposed system architecture, as its constructs (se-
curity, privacy and interoperability attributes) are not quantifiable, which is required in order
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for the evaluation to be done using these three criteria. As a result, the evaluation of the
proposed system architecture was based on the five criteria of the whole and was conducted
qualitatively.

Most of the responses indicated that the importance of the proposed system architecture
was prominent through the central location of the interoperability view. The interoperability
view is relevant as it comprises components that are essential to the realisation of interoper-
ability. These components include the interoperability layer, which functions as a HSB and
ensures all three levels of interoperability (foundational, syntactic and semantic interoper-
ability) as well as the terminology, patient, health provider and facility registries that also
facilitate interoperability, which ensures HIE.

According to Weber (2012), for a contribution to be novel, it should frame well-known
focal phenomena in different ways and should also make modifications to an existing model,
for example, by adding constructs. The majority of respondents agreed that the proposed sys-
tem architecture was novel. The proposed system architecture addressed the aforementioned
criteria by providing a different illustration, compared to other national EHR system architec-
tures from the literature, of the manner in which the interoperability view and its components
can be used to facilitate interoperability through the aggregation of disparate EMRs in order
to realise a national EHR. The proposed system architecture also addressed the second criteria
as it illustrates the relationship between governance, standards and interoperability. This
relationship, which indicates how governance and standards are required to ensure interoper-
ability, has not been included in previous national EHR system architectures.

A model is considered parsimonious if it realises a good degree of explanatory power with
regard to its focal phenomena while utilising a small amount of constructs (Weber, 2012).
Most of the responses mentioned that the number of components used by the proposed system
architecture were sufficient. Thus, the explanation of the proposed system architecture’s focal
phenomena (interoperability) was not negatively impacted by the adjacent components.

The level criteria indicates whether a model covers its phenomena in a broad or specific
way. The majority of the respondents stated that the level of the proposed system architecture
was broad. This is because in addition to the central interoperability view, the proposed system
architecture also includes other essential components that form part of a national EHR system
architecture such as access control, which is required to secure patient information.

The falsifiability of a model indicates whether it can be tested empirically (Weber, 2012).
There was consensus among all the respondents that the proposed system architecture could
be tested in the real world. This could be achieved by for example, creating a prototype of the
proposed system architecture in order to test it empirically.

The evaluation of the proposed system architecture using the perspective of the whole from
Weber’s (2012) evaluation framework, verified the quality of the proposed system architecture
as it satisfied all five criteria of the ‘whole’ perspective. The discussion of the proposed system
architecture is covered below.
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7 DISCUSSION

This paper proposed a system architecture that addresses interoperability challenges by indic-
ating how the interoperability of EMR systems would be possible at a South African national
level. Accordingly, the proposed system architecture was created to address the interoper-
ability issues faced within the South African context, which is a prerequisite to realising an
interoperable national EHR system.

The development of the proposed system architecture was informed by themes obtained
from the content analysis results. These themes were incorporated into the proposed system
architecture as components, which were discussed in Section 3.2. For instance, a patient
portal was incorporated into the proposed system architecture for providing patients with EHR
access. The proposed system architecture retrieves the EHR using the distributed architecture,
which is in contrast to the centralised architecture. Notable disadvantages of the centralised
architecture include the fact that centralised patient information is not always up to date, there
are security risks when storing patient information centrally and the centralised architecture
is a single point of failure (AlJarullah & El-Masri, 2013). These disadvantages could have a
negative impact on providing healthcare electronically in South Africa, as well as creating
security risks in relation to the centrally stored patient information. However, the distributed
architecture is able to address these issues since the latest patient information is available
from the health facility where it is stored, there is an increased level of security since patient
information remains at the source health facility and as a result there is no single point of
failure (AlJarullah & El-Masri, 2013). The proposed system architecture also incorporated
certain registries, including terminology, patient, health provider and facility registries. The
inclusion of these registries was important since they facilitate interoperability, for instance
the terminology registry is used to facilitate semantic interoperability.

The interoperability layer of the proposed system architecture, which also functions as an
HSB, is used to address the three levels of interoperability: foundational, syntactic and se-
mantic interoperability (the interoperability challenges South Africa faces, which inhibit the
attainment of these three levels, were covered in Section 2). Foundational interoperability is
enabled by the interoperability layer since it connects disparate EMR systems together in a net-
work, thus allowing the exchange of information among the connected systems. Furthermore,
this layer functions as an interface which enables it to transform the exchanged messages into
a common standardised format, thus ensuring syntactic interoperability. Thirdly, the interop-
erability layer calls the terminology registry which maps the terminologies contained in the
exchanged messages to a common terminology, thereby enabling semantic interoperability.
Additionally, the interoperability layer supports the integration of archetypes with terminolo-
gies. Hence, the proposed system architecture addresses interoperability challenges in South
Africa by ensuring all three levels of interoperability. This enables HIE, which allows dispar-
ate EMR systems to interpret the exchanged messages, thus resulting in the realisation of an
interoperable South African national EHR system.

The proposed system architecture, which is the contribution of this study, makes a number
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of improvements over other national EHR system architectures in the literature. Firstly, the
proposed system architecture provides an alternative illustration of the way disparate EMRs
are aggregated to form the national EHR. It also presents the concept of tiered EHRs and differ-
entiates between two types of EHRs: the first-tier and second-tier EHR. Thirdly, it represents
the relationship between governance, standards and interoperability which indicates how gov-
ernance and standards are required to ensure interoperability. Previous system architectures
from the examined literature (Canada Health Infoway, 2006; CSIR and RSA Department of
Health, 2014; Deloitte, 2015; House of Commons Committee of Public Accounts, 2006; Sell-
berg & Eltes, 2017) do not illustrate the relationship involving governance, which is a key
component that is required to ensure interoperability in a national EHR system. Lastly, the
PoPI Act component was included in the proposed system architecture and was covered in
terms of the way this regulation protects the EHR using access control. The conclusion of this
paper is covered next as well as the limitations of the study and future research.

8 CONCLUSION

Countries including South Africa have embarked on implementing national EHR systems in or-
der to improve the delivery of healthcare. However, a lack of interoperability between South
Africa’s health information systems has led to a number of disparate systems which cannot
communicate with one another. This paper proposed a system architecture that can assist by
addressing the interoperability challenges faced by South Africa. The proposed system archi-
tecture was informed by the results of a content analysis. The results of the content analysis
were used as themes which were included in the proposed system architecture in the form of
components. The relationship between these components were discussed in terms of how these
components can be used together to address South Africa’s interoperability challenges. Next,
interoperability was discussed in terms of its three levels. In addition, the use of healthcare
interoperability standards, clinical models and initiatives was examined to ensure interoperab-
ility. The manner in which the proposed system architecture addresses foundational, syntactic
and semantic interoperability was also covered. An expert review was used to evaluate the
proposed system architecture and was based on Weber’s evaluation framework (2012). The
contribution of this study is relevant as South Africa is looking to implement a national EHR
system and the proposed system architecture can be used to guide it.

While this study focused on the way interoperability between disparate systems can be en-
sured, a limitation is that some systems such as paper-based systems and legacy systems used
by health facilities may not be interoperable. Data contained in legacy systems, such as pa-
tient information, would thus need to be migrated to systems that can support interoperability.
However, this will require funding. Moreover, bandwidth requirements are a prerequisite for
the implementation of a national EHR system and would also need to be addressed. Future
research could focus on developing a prototype of the proposed system architecture in order to
test how it would perform in the real world by demonstrating how interoperability can be en-
sured between disparate systems. This would assist South Africa in realising an interoperable
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national EHR system.
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